Aid4Mail Remote Authenticator for Aid4Mail 6.5:
Custodian Guide

1. What this is

Someone (a law firm, an investigator, your employer, or another requesting party) has asked
you to give Aid4Mail access to your email account for reading only. For a Google or Microsoft
account, your password stays with the provider and is not in the file you create; for another
(IMAP) account, the file carries your password in protected form (Section 5). Aid4Mail Remote
Authenticator creates a small credential file (a token file) on your computer. You send that file to
the requesting party, who imports it into Aid4Mail 6 to read the account. The file is licensed for
read-only use; it does not authorize anyone to send, change, or delete email.

This Remote Authenticator works with Aid4Mail 6.5 and earlier Aid4Mail 6 releases only; it does
not work with Aid4Mail 7. If the requesting party uses Aid4Mail 7, they will send you a different
Remote Authenticator package generated from Aid4Mail 7; do not use this program for that.

2. Before you start

Make sure the request is genuine and that you are allowed to grant access. Check who is
asking, which account, what it is for and what is in scope, who will receive the file, any time limit,
and how you are asked to send the file. If anything seems inconsistent or unexpected, pause
and ask the requesting party, your employer, or your own adviser before continuing.

3. Create the credential file

1. Run Aid4Mail-Authenticator.exe (the file name may differ slightly if you
downloaded it from the Aid4Mail website). No installation is needed. Use only the copy
the requesting party sent you or, while it is offered there, the download from the Aid4Mail
website.

2. Read the license agreement and accept it. It is shown each time you run the program.

Enter the email address of the account and click Start.

4. Google or Microsoft account: your web browser opens the provider’s sign-in and
permission screen. Review the permissions the provider lists, then sign in and approve.
Remote Authenticator creates the credential and asks you to save it.

5. Other account (IMAP): check the server settings shown, enter the account password or
app password, and, if you wish, set an expiry date after which Aid4Mail 6.5 will refuse
the file. Click Save.

6. Note where the file was saved. Its name contains your email address and the provider,
so the filename itself is personal information.
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4. Send the file safely

Send the credential file in one of two ways only: through the secure transfer method the
requesting party gives you, or by email inside an archive encrypted with AES-256 and protected
by a strong password of at least 16 characters. The older standard ZIP password protection is
not AES-256 and is not enough. Never send the file on its own, never in an unencrypted
archive, and never through a support form or ticket system. Send the archive password by a
different route, for example by telephone or text message, and never in the same email or
thread. If your archive tool can also encrypt file names, use that option, because the file name
contains your email address. Before sending, check that you have the right recipient and
address. Once the requesting party confirms receipt, delete your own copy unless you need to
keep it. If the file goes to the wrong person, or you think it may have been exposed, tell the
requesting party at once and do not send it by email again, even in an encrypted archive.

Why this matters: the file can be used by any copy of Aid4Mail 6 that receives it, for as long as
the underlying access is valid. Treat it like a key to the account.

5. What the file contains

For a Google or Microsoft account, the file holds a provider-issued authorization; your password
is not in it. For an IMAP account, the file holds the connection settings in readable form and the
password in protected form. In every case, keep the file private, do not copy it to shared folders
or cloud-synchronized locations, and do not attach it to messages other than as described in
Section 4.

6. Ending access

The requesting party must stop using the file when the matter ends, but you can end the access
yourself at any time:

e Google or Microsoft account: remove Aid4Mail’s access in your account’s settings for
connected or third-party apps. Revocation may take a little time to take effect
everywhere.

e |IMAP account: change the account password or app password. If you set an expiry date,
Aid4Mail 6.5 refuses the file after that date.

Deleting the file from your computer does not end access on its own; the requesting party’s copy
still works until the access is revoked or the password changed.

7. Records

Remote Authenticator installs nothing; the credential file you save is its output. Windows, your
web browser, your network, security software, and your email provider may keep their own logs
or records of the sign-in.



8. Questions

Contact helpdesk@fookes.net. Never attach the credential file, a password, or an app
password to an email to Fookes Software; if support needs a file, it will give you a secure way to
send it. A technical notice describing how the credential file behaves is supplied with the
program; ask the requesting party or Fookes Software for it.

Last update to the Custodian Guide: September 8, 2026
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