
Aid4Mail 6.5 Remote Authenticator End User 
License Agreement 
This End User License Agreement (the “Agreement”) governs access to and use of the 
Aid4Mail Remote Authenticator supplied for Aid4Mail 6.5: the Aid4Mail Authenticator executable 
from the Aid4Mail 6.5 program folder when it is run as a standalone application outside 
Aid4Mail. The Agreement is between the Licensee and Fookes Software Ltd, La Petite Fin 27, 
CH-1637 Charmey, Switzerland (“Fookes Software”). 
 
Fookes Holding Ltd owns the relevant Aid4Mail intellectual property. Fookes Software develops, 
distributes, and licenses Remote Authenticator under authority from Fookes Holding Ltd. 
Third-party components remain owned and licensed by their respective owners. 

1. Agreement Formation, Parties, and Acceptance 

1.1 Licensee 
The “Licensee” is: 
 
(a) an Organization only when an individual with authority to bind that Organization affirmatively 
accepts this Agreement for it; or 
 
(b) otherwise, the natural person who accepts and operates Remote Authenticator on that 
person’s own behalf, including as an Account Owner or Custodian. 
 
A natural person accepting only as a Custodian does not bind a Requesting Party, Remote 
Token Recipient, Account Owner’s employer, or another Organization and is not responsible for 
obligations allocated expressly to those persons. 

1.2 Organizational Acceptance and Remote Users 
An individual accepting for an Organization represents authority to bind it. Acceptance without 
that authority does not bind the Organization or create an organizational license. The individual 
may proceed only through an available individual Account Owner or Custodian path. 
 
A “Remote User” is a natural person whom an organizational Licensee authorizes to operate 
Remote Authenticator. The Licensee must designate and control Remote Users, give them 
access to the Agreement, require their every-run acceptance, and remain responsible for 
organizational authority, distribution, administration, and compliance. 
 
Each Remote User is personally obligated to comply with the user-level duties in Sections 4 
through 9, 11, 13, 14, 17, and 22. Those obligations do not make the Remote User personally 



responsible for the Organization’s representations, indemnity, or other organization-level 
obligations. 

1.3 Ordinary Custodians 
An ordinary Custodian may accept and use Remote Authenticator personally without 
representing authority to bind the Requesting Party, Remote Token Recipient, Account Owner’s 
employer, or another Organization. The Custodian must act honestly, within actual authority, and 
within this Agreement but need not provide a professional legal opinion on a request’s validity. 

1.4 Every-Run Affirmative Acceptance 
Remote Authenticator presents this Agreement and requires an affirmative acceptance action 
before Account information is entered or authorization begins on every run. Acceptance exists 
only for that run. Downloading, copying, possession, prior-run acceptance, or passive continued 
use does not replace the current-run action. These requirements apply however Remote 
Authenticator is delivered, including when the executable is obtained from the Aid4Mail website 
or from a licensee of Aid4Mail under Section 14. 
 
Remote Authenticator may not authenticate an Account or create a Remote Token File until the 
applicable Licensee or Remote User accepts for that run. 

1.5 Agreement Version and Build Archive 
Each published Agreement identifies its version and effective date. Fookes Software will archive 
each released Remote Authenticator build with the exact Agreement bundled in that build. The 
archive identifies the text presented by a build. Remote Authenticator does not retain 
acceptance after the run ends, and the Remote Token File does not contain an acceptance 
record. Remote Authenticator creates no token-level acceptance record; if a later release does 
so, the Technical Notice for that release will say so. 

1.6 Later Versions 
A later Agreement applies only after affirmative acceptance for the run in which it is presented or 
another valid amendment mechanism under a separately executed agreement or mandatory 
law. It does not retroactively reduce rights already exercised. Fookes Software may require a 
later Agreement before an Update or materially changed function is used. 

2. Definitions 
“Account” means a supported email, mailbox, cloud-storage, or related account. 
 
“Account Data” means email, metadata, folders, attachments, linked cloud attachments, and 
other data accessible from an Account through the authorized workflow. 
 



“Account Owner” means the person or Organization with lawful authority to authorize access to 
an Account. 
 
“Aid4Mail” means the applicable Aid4Mail 6.5 executable software and its documentation, 
together with any earlier Aid4Mail 6 release that reads a Remote Token File created by this 
Remote Authenticator. It does not include Remote Authenticator except where an agreement 
expressly refers to it. 
 
“Aid4Mail Authenticator” means the authentication executable supplied in the Aid4Mail 6.5 
program folder when it is launched from the Aid4Mail GUI. 
 
“Aid4Mail EULA” means the Aid4Mail 6.5 End User License Agreement. 
 
“Compatibility Period” means the period during which Fookes Software supplies Aid4Mail 6.5, 
as described in Section 4A of the Aid4Mail EULA. 
 
“Consumer” means an individual Licensee who obtains and uses Remote Authenticator 
primarily outside that individual’s trade, business, craft, or profession. 
 
“Credential Copy” means each original, duplicate, imported, cached, backed-up, archived, 
attached, uploaded, synchronized, or otherwise stored copy of a Remote Token File. 
 
“Credential Incident” means suspected or confirmed loss, theft, misdelivery, unauthorized 
disclosure, copying, access, use, or compromise of a Remote Token File or Credential Copy. 
 
“Current Version” means the latest generally available production release of Remote 
Authenticator. Once Aid4Mail 7 is generally available, the build governed by this Agreement is 
not the Current Version. 
 
“Custodian” means a natural person, including an Account Owner, employee, client, witness, or 
data subject, asked to use Remote Authenticator to authenticate an Account or create a Remote 
Token File. 
 
“Documentation” means user guides, help files, release notes, and other instructions supplied 
or published for Remote Authenticator. 
 
“DPA” means a separately executed data processing agreement. 
 
“External Service” means a third-party provider, API, identity service, email or cloud-storage 
service, browser, operating system, network, or other third-party service or software with which 
Remote Authenticator interacts. 
 



“Feedback” means an idea, feature request, suggestion, or non-confidential comment about 
Remote Authenticator that excludes Support Materials, Account Data, credentials, Personal 
Data, privileged material, and third-party confidential information. 
 
“Fookes Party” means Fookes Software, Fookes Holding Ltd, their respective affiliates, and 
their respective directors, officers, employees, contractors, suppliers, or licensors, but only 
where this Agreement expressly grants the identified person or entity a protection or 
enforcement right. 
 
“Integrated Authentication Credential” means a credential generated or authorized through 
Aid4Mail Authenticator. Depending on workflow and provider permissions, it may authorize read 
access, write access, or both. 
 
“Legal Preservation Obligation” means a binding duty under law, legal process, court order, 
professional obligation, or documented legal hold to preserve specified material. 
 
“Live Credential” means a password, app password, OAuth or other access or refresh token, 
Remote Token File, Integrated Authentication Credential, Credential Copy, or other credential 
whose underlying Account access has not been revoked, rotated, expired, or otherwise 
invalidated. Protection does not change this: a protected credential file remains a Live 
Credential while its provider-issued credential remains valid. 
 
“Organization” means a corporation, limited liability company, partnership, sole proprietorship, 
law firm, government body, agency, department, educational institution, non-profit entity, or other 
legal or institutional body. 
 
“Personal Data” means personal data, personal information, personally identifiable information, 
or an equivalent category under applicable law. 
 
“Privacy Policy” means Fookes Software’s current privacy notice for its websites, ordering, 
licensing, Aid4Mail, Remote Authenticator, and support. 
 
“Previous Version” means a version of Remote Authenticator that an Update replaces or 
supersedes. 
 
“Remote Authenticator” means the authentication executable supplied in the Aid4Mail 6.5 
program folder (Aid4Mail Authenticator) when it is run as a standalone application outside 
Aid4Mail, in which mode it is the no-charge Aid4Mail Remote Authenticator, and its 
Documentation. 
 
“Remote IMAP Credential” means a Remote Token File created for an IMAP-accessible 
Account other than a Google or Microsoft Account. 
 



“Remote Token File” means a credential file generated by Remote Authenticator for 
source-only, read-only use with the authenticated Account (Section 4.4). 
 
“Remote Token Recipient” means a person or Organization lawfully designated to receive and 
use a Remote Token File and bound by the Aid4Mail EULA or equivalent separately executed 
recipient duties. 
 
“Requesting Party” means a person or Organization asking a Custodian or Account Owner to 
create or provide a Remote Token File. Making a request does not by itself bind that party to this 
Agreement. 
 
“Retirement” means the end of the Compatibility Period. 
 
“Source Workflow” means an Aid4Mail workflow that reads or collects Account Data from a 
source. 
 
“Support Materials” means material voluntarily submitted for support, troubleshooting, testing, 
maintenance, or security review, including files, Account Data, logs, screenshots, recordings, 
and communications. Support Materials exclude Feedback. 
 
“Technical Notice” means Fookes Software’s versioned Aid4Mail 6.5 Authentication and 
Credential Technical Notice. 
 
“Update” means an update, upgrade, replacement, security fix, or compatibility release for 
Remote Authenticator. An Update to the build governed by this Agreement is at Fookes 
Software’s discretion (Section 3.5). 

3. No-Charge License and Permitted Use 

3.1 License Grant 
Subject to compliance with this Agreement, Fookes Software grants a no-charge, limited, 
non-exclusive, non-sublicensable, and non-transferable license, terminable under Section 22, to 
run Remote Authenticator; authenticate an authorized Account; create a Remote Token File for 
an authorized read-only Source Workflow; transfer it under Section 7; and make a reasonable 
number of application copies for permitted use and private distribution. 
 
A copy creates no right to modify the application, bypass acceptance, or distribute outside 
Section 14. 



3.2 License, Not Sale 
Remote Authenticator is licensed, not sold, without a license fee. No purchase, subscription, 
seat, hardware assignment, activation code, key file, trial mode, paid support, or refund right 
arises. 

3.3 Separate Aid4Mail License 
This Agreement grants no Aid4Mail Converter, Investigator, Enterprise, Light, or other product 
license. Rights to operate Aid4Mail and import or use a Remote Token File arise under the 
Aid4Mail EULA or another applicable license. 

3.4 Professional and Cooperative Use 
Remote Authenticator may be used for lawful legal, forensic, investigative, regulatory, 
compliance, migration, archiving, eDiscovery, and other professional activity or Custodian 
cooperation. This permission does not authorize Account access without lawful authority or a 
separate fee for Remote Authenticator itself. 

3.5 Compatibility Release 
The build governed by this Agreement is supplied with Aid4Mail 6.5, a compatibility release of 
Aid4Mail 6 that Fookes Software supplies for a limited period so that licensees of Aid4Mail can 
complete matters begun with Aid4Mail 6 (Aid4Mail EULA, Section 4A). This build creates 
credential files in the Aid4Mail 6 format; it does not include, and will not receive, the 
credential-protection architecture introduced in Aid4Mail 7, and a Remote Token File it creates 
cannot be used with Aid4Mail 7 (Section 5.4). A credential for a matter conducted in Aid4Mail 7 
can be created only with the Remote Authenticator supplied with Aid4Mail 7. Fookes Software 
may issue Updates to this build, in particular while Aid4Mail 6.5 is supplied as a pre-release 
build, but does not commit to do so; Retirement ends Updates and security support for this 
build, and Section 15 applies as qualified by this Section. 

4. Account Authority and Read-Only Scope 

4.1 Authority to Authenticate 
Before entering Account information, authorizing access, or creating a Remote Token File, the 
Licensee and Remote User must have lawful authority for the stated purpose. Sufficient 
authority commonly exists in any of the following ways: 
 
(a) the person acting is the Account Owner and authenticates that person’s own Account, which 
is the ordinary Custodian case; 
 
(b) the Account Owner, directly or through an authorized representative, has authorized the 
action; 



 
(c) an Organization with administrative or other lawful authority over the Account has authorized 
the action; or 
 
(d) legal process or another sufficient legal source authorizes the action. 
 
Agreement acceptance supplies no Account Owner consent, provider authorization, client 
authority, employment authority, legal process, or legal basis. 

4.2 Custodian Verification Standard 
A Custodian must use reasonable care appropriate to the circumstances to confirm the 
Requesting Party’s identity, Account, stated matter and purpose, intended recipient, and stated 
time, scope, and transfer restrictions. An ordinary Custodian need not decide a disputed legal 
issue or perform professional analysis beyond the Custodian’s role, information, and training. A 
materially inconsistent, unauthorized, disputed, deceptive, or overbroad request must be 
paused and escalated to an appropriate Account Owner, Organization, Requesting Party, 
supervisor, or counsel. 

4.3 Matter and Scope Limits 
Authentication, creation, and transfer are limited to the authorized matter, purpose, Account, 
time, data categories, folders, date range, and legal basis, whether or not embedded or 
technically enforced. A controlling instruction, legal process, engagement term, consent, 
provider setting, or professional duty may narrow or end the action. Technical ability and 
possession do not expand authority. 

4.4 Standalone Remote Access Is Licensed for Source-Only, Read-Only 
Use 
A Remote Token File is licensed for source-only, read-only use. Remote Authenticator is 
supplied for creating such credentials, and a Remote Token File does not authorize Aid4Mail to 
send, upload, insert, alter, move, label, modify, or delete Account Data. It may be transferred 
and used only for a compatible Source Workflow and must not be represented, selected, 
imported, or used as a target credential. 
 
The read-only limit is a condition of this license. A provider permission or connection setting 
underlying a Remote Token File may be broader than read-only at the provider boundary, and 
Fookes Software does not represent that Aid4Mail 6.5 technically prevents a use of a credential 
file that this Agreement or the Aid4Mail EULA prohibits. The Technical Notice states what 
Aid4Mail 6.5 does when a Remote Token File is offered for a target workflow. 



4.5 Integrated Credentials Are Different 
Run as Remote Authenticator, the executable does not create an Integrated Authentication 
Credential. Authentication launched from within Aid4Mail may create a source credential, a 
target credential, or a credential with both provider permission categories. A single integrated 
Google API credential receives both source and target categories when created, while Aid4Mail 
performs only the operations required by the selected workflow. Integrated Microsoft Graph is 
source-only, and Microsoft target access uses a separate IMAP credential. Neither possession, 
renaming, import, nor transfer of a Remote Token File makes it an Integrated Authentication 
Credential or licenses it for target use (Section 4.4). 

5. Remote Authorization Flow and Local Data Handling 

5.1 Network Behavior 
Remote Authenticator makes no application-level request to a domain or endpoint controlled by 
Fookes Software. It has no telemetry, analytics, crash reporting, updater, advertising, remote 
configuration, or other non-provider integration. Application-level network activity is limited to 
provider authorization endpoints, the local callback, and, for a Remote IMAP Credential, a 
connection used to detect the Account’s mail-server configuration; Remote Authenticator does 
not sign in to the Account during credential creation. 
 
OAuth authorization codes and access or refresh tokens do not pass through Fookes-operated 
infrastructure. The resulting Remote Token File is created and stored locally unless the user 
later transfers or submits it. 

5.2 Environmental Records 
Remote Authenticator runs as a portable application without formal installation. Its selected 
persistent output is the saved Remote Token File. Windows, the browser, security software, 
DNS, network systems, and the provider may create traffic, logs, history, metadata, caches, or 
other records outside Fookes Software’s control. This Agreement does not promise “no traces.” 

5.3 Technical and Security Claims and Their Limits 
Current provider scopes, formats, visible metadata, compatibility, and verified cryptographic 
boundaries are stated in the Technical Notice for the applicable release rather than in this 
Agreement. 
 
Fookes Software does not represent that a Remote Token File or the underlying provider 
authorization expires automatically or universally; that revocation takes effect instantly or across 
every credential, Credential Copy, and provider; that a Remote Token File created by this 
Remote Authenticator build carries any particular protection beyond what the Technical Notice 
states; or that Remote Authenticator is compatible with a product, provider, or environment the 
Technical Notice does not identify. A protocol name, standard, or security description used in 



Documentation or marketing carries only the meaning verified in the Technical Notice for the 
applicable release, and Section 19 applies to it. 

5.4 Credential Files of the Compatibility Release and Version Coexistence 
Remote Token Files created by this Remote Authenticator use the Aid4Mail 6 format. A Remote 
Token File in that format is not bound to a designated recipient: any Aid4Mail 6 installation that 
obtains a copy can use it while the underlying provider credential or password remains valid. 
This Agreement makes no representation about the protection applied to that format beyond 
what the Technical Notice states, and Fookes Software does not publish its implementation 
detail. Every Remote Token File and Credential Copy is a Live Credential while the 
provider-issued credential remains valid and must be handled under Sections 6 to 8 accordingly. 
 
A Remote Token File created by this Remote Authenticator can be used only with Aid4Mail 6.5 
or an earlier Aid4Mail 6 release. Aid4Mail 7 does not read it, and this Remote Authenticator 
cannot create a file that Aid4Mail 7 reads. When the matter is moved to Aid4Mail 7, the 
Licensee or Remote User must ensure that a new credential is created with the Remote 
Authenticator supplied with Aid4Mail 7 where one is still required and must revoke or otherwise 
terminate the provider authorization underlying the Aid4Mail 6.5 file or, where neither controls 
that authorization, ask the person or Organization that does control it to do so and follow that 
request up so far as is reasonable (Section 8.2). 

6. Creation, Custody, and Copies 

6.1 Sensitive Credential and Visible Metadata 
Every Remote Token File and Credential Copy is a sensitive access credential regardless of 
cryptographic protection, extension, expiry, or password visibility. Its filename reveals the 
Account email address and provider and identifies the file as created by Remote Authenticator, 
and a Remote IMAP Credential also carries the Account’s connection settings and any 
creator-set expiry date in readable form. Protect that metadata and readable content as 
Personal Data and potentially sensitive matter information. 

6.2 Save Location and Access Control 
Use safeguards appropriate to the Account, data, matter, and risk; save copies only in controlled 
locations; restrict access to people requiring it; avoid shared, default, and former-user accounts; 
and avoid unnecessary copies, attachments, backups, synchronization, and caches. 

6.3 Custody Record 
Where required, maintain a record of the Remote User, Account, Requesting Party, intended 
recipient, material copies, transfer, controlled storage locations, and disposition. The record 
must not contain credential content or a decryption secret. 



6.4 Recipient Obligations Remain in the Main EULA 
This Agreement governs Remote Authenticator operation, credential creation, initial transfer, 
and copies within the Licensee’s or Remote User’s control. It does not replace the recipient’s 
import, custody, use, onward transfer, retention, deletion, revocation assistance, preservation, or 
incident duties under the Aid4Mail EULA or an equivalent separately executed agreement. 
Naming a recipient does not bind that recipient. 

7. Secure Initial Transfer to a Bound Recipient 

7.1 Authorized Recipient 
A Remote Token File may be transferred only to a recipient lawfully authorized for the same or a 
narrower matter, purpose, Account, time, scope, and legal basis and already bound by the 
Aid4Mail EULA or equivalent written recipient duties. The sender may rely on reasonable written 
confirmation unless known or reasonably suspected to be materially inaccurate. An ordinary 
Custodian need not audit the recipient’s separate compliance. 

7.2 Identity and Address Verification 
Before transfer, verify the intended recipient’s identity, authority, and delivery address through a 
reliable method and follow any narrower instruction imposed by the Account Owner, process, 
engagement, professional duty, policy, or separately executed agreement. 

7.3 Transfer Method 
A Remote Token File may be sent through ordinary email only inside an archive encrypted with 
AES-256 under a strong password of at least 16 characters, with the password communicated 
through a different channel and never in the same message or thread; an unencrypted archive 
must never be used. A Remote Token File must not be sent through an ordinary support form or 
an ordinary ticket attachment, and a password or app password sent on its own, a separate 
secret, and any other credential must not be sent through ordinary email, an ordinary support 
form, or an ordinary ticket attachment at all, including as an encrypted email attachment. Apart 
from that archive route, use a secure-transfer method appropriate to the risk, and communicate 
a separate secret through a separate channel. Where the transfer is to Fookes Software, use 
only the method Fookes Software supplies for the specific case; the archive route does not 
apply to it. The sender must also verify the recipient details under Section 7.2, account for the 
Personal Data and matter information visible in the filename and readable file content (Section 
6.1), including a filename that remains readable in an archive listing, and avoid unnecessary 
additional Credential Copies created by transmission. 



7.4 Misdelivery 
On misdelivery or uncertain integrity, stop further transfer, notify the appropriate Account Owner, 
Requesting Party, security or matter contact, or intended recipient, and follow Section 8.7. 
Deleting the sender’s copy alone is not sufficient. 

7.5 Software Distribution Is Separate 
Credential transfer is not distribution of Remote Authenticator. Application and link distribution 
are governed by Section 14. 

8. Remote Token File Lifecycle 

8.1 Retention and Review 
Retain a usable copy only while reasonably necessary for the authorized purpose and while 
authority remains current. Review at matter milestones and when authority, provider status, 
personnel, scope, or risk changes. General correspondence, ticket, or data retention does not 
justify a usable credential. 

8.2 Stop Use and Provider Revocation 
Stop promptly when the purpose completes; authority, consent, engagement, employment, or 
process ends or narrows; a controlling person directs it; an incident requires containment; or the 
provider credential becomes invalid. Where authorized and appropriate, initiate or assist with 
provider revocation. Revocation timing is provider-dependent and may not be immediate. 

8.3 Expiry and Rotation 
Remote Authenticator does not itself impose a token expiration date. For a Remote IMAP 
Credential, the creator may set an expiry date; after that date, Aid4Mail 6.5 refuses the file. A 
Remote Token File for a Google or Microsoft Account has no creator-set expiry. A creator-set 
expiry is separate from provider-side validity and does not revoke provider authorization or 
change the Account password. A Remote Token File is usable only while the provider-issued 
credential, or for a Remote IMAP Credential the Account password or app password it carries, 
remains valid. Provider expiry, revocation, Account changes, password or app-password 
rotation, and provider policy may have different effects. No one method universally or instantly 
disables every credential. 

8.4 Deletion of Creator Copies 
When retention is no longer permitted, delete controlled copies from active storage, transfer 
locations, tickets, collaboration systems, removable media, and other systems. Address 
backups and archives under documented procedures and prevent operational restoration. 
Recipient-only copies remain under recipient obligations. 



8.5 Separate Actions and Effects 
Ceasing use, deleting one copy, provider-side OAuth revocation, expiry, password or 
app-password rotation, deleting other copies, and retaining or deleting Account Data already 
collected are separate actions. No one performs the others unless the Technical Notice confirms 
that result for the provider and credential. 

8.6 Legal Preservation 
A duty to preserve collected Account Data does not ordinarily require a usable credential. 
Preserve data separately and revoke, rotate, or delete the credential. If a Credential Copy itself 
must be preserved, stop operational use and disable underlying access where lawful and 
practicable, isolate the copy, restrict access, record the basis, prohibit other use, and delete it 
when the duty ends. 

8.7 Credential Incidents 
On discovering an incident involving creator custody or initial transfer, promptly stop use and 
transfer; contain access; secure controlled copies; notify appropriate Account Owner, 
Requesting Party, security, matter, or recipient contacts; initiate appropriate revocation or 
rotation; preserve evidence without unnecessary live access; assist with scope investigation; 
make notifications required by law or direct duty; and notify security@fookes.net if a 
product vulnerability may be involved. During a Credential Incident, never send any Live 
Credential through ordinary email, including a Remote Token File in an encrypted archive that 
Section 7.3 otherwise permits. 

9. External Services and Provider Terms 
External Services may change, suspend, throttle, restrict, revoke, deprecate, or discontinue 
APIs, scopes, authentication methods, policies, or other functions. The Licensee and Remote 
User must comply with terms applicable to their Accounts and conduct and must not circumvent 
provider controls. Fookes Software retains obligations applicable to it as developer or API client. 
Agreement acceptance, Account Owner authority, provider authorization, and legal basis remain 
separate. 
 
The Technical Notice identifies supported methods, complete provider permission boundaries, 
Aid4Mail’s narrower operations, compatible Aid4Mail releases, validity and revocation limits, and 
provider constraints. Provider permissions do not expand read-only Remote capability or legal 
authority. 



10. Privacy Policy and Technical Notice 

10.1 Privacy Policy as Notice 
The Privacy Policy describes Fookes Software’s Personal Data processing for websites, 
products, licensing records, and support. Except where this Agreement or a separately 
executed agreement expressly states otherwise, it is a notice and not additional license terms. It 
does not expand Account authority or reduce this Agreement, a DPA, confidentiality agreement, 
security addendum, or mandatory law. A later notice cannot reduce an express commitment for 
previously submitted material without valid amendment. 

10.2 Technical Notice Architecture 
Fookes Software will maintain a versioned Technical Notice identifying its version, dates, 
covered builds, history, credential types, visible filename metadata, providers, complete 
permission boundaries, narrower application operations, compatibility, provider validity and 
revocation, verified cryptographic boundaries, decryption-capable components, local storage, 
network behavior, environmental records, secure transfer, and support requirements. 
 
The Technical Notice version mapped to the Aid4Mail 6.5 build that supplies this Remote 
Authenticator is supplied in the Aid4Mail 6.5 program folder, so it can be read without network 
access, and Fookes Software supplies it on request; Fookes Software does not undertake to 
publish it on its websites. A licensee of Aid4Mail providing the Remote Authenticator executable, 
or the address of its download page, under Section 14 must make the Technical Notice 
available to the recipient; a person who obtains the executable from the download page may 
request the Technical Notice from the Requesting Party or from Fookes Software. Fookes 
Software maintains an internal mapping of each build to the Technical Notice version supplied 
with it, and a superseded version remains available on request. For Aid4Mail 6.5 the Technical 
Notice describes observable behavior only; it does not identify cryptographic boundaries or 
decryption-capable components (Technical Notice, Section 8), and the lists in this Section and in 
Section 5.3 apply to it accordingly. 
 
The Notice describes verified implementation and operations and does not grant rights, expand 
authority, make a Remote Token File write-capable, or silently amend this Agreement. 

11. Support and Secure Submission of Support Materials 

11.1 Ordinary Support 
Submit only minimum necessary material and prefer logs, screenshots, synthetic data, sanitized 
reproductions, test Accounts, or revoked credentials. A Live Credential, including a password, 
an app password, an OAuth token, or a Remote Token File, must not be sent to Fookes 
Software through ordinary email, support forms, or ticket attachments. Fookes Software will not 
request a Live Credential through those channels. 



 
Regulated, privileged, or specially protected customer material is not accepted under ordinary 
support terms. A special agreement applies only when legally required and expressly accepted. 

11.2 Exceptional Live-Credential Access 
Exceptional live access may be accepted only when designated personnel determine it is 
genuinely necessary to diagnose a problem that cannot reasonably be reproduced, Fookes 
Software expressly requests it for a defined purpose, the Licensee has disclosure authority, and 
an approved secure-transfer and handling procedure is used. A source-only, read-only Remote 
Token File is preferred so Fookes Software does not receive the Account password in readable 
form. When Fookes Software accepts exceptional live access, it will tell the Licensee that the 
provider access used for the investigation is to be terminated once the investigation ends. 
Promptly after it ends, the Licensee or Remote User must revoke or otherwise terminate that 
provider access or, where neither controls the authorization, ask the person or Organization that 
does control it to do so and follow that request up so far as is reasonable. Section 8.2 applies to 
the revocation itself, including its provider-dependent timing. 

11.3 Fookes Software Handling 
Fookes Software will use the credential only for the defined purpose, limit access to authorized 
personnel who need it, keep it outside ordinary ticket correspondence and routine synchronized 
storage or backups, and delete the working copy immediately after investigation and no later 
than seven calendar days after receipt, subject only to a specific Legal Preservation Obligation. 

11.4 Authority and Minimization 
The Licensee and Remote User must have authority to disclose Support Materials and address 
privilege, confidentiality, privacy, secrecy, export, legal-hold, and third-party restrictions. Remove 
unnecessary data, identifiers, credentials, confidential information, and privileged material. 

11.5 Limited Support License and Confidentiality 
The Licensee grants a limited, non-exclusive license to access, reproduce, analyze, and modify 
Support Materials only for requested support, troubleshooting, testing, maintenance, or security. 
Disclosure is limited to appropriately bound people and providers needing access or as law 
requires. 
 
Fookes Software will not use identifiable Support Materials to train, fine-tune, or evaluate a 
machine-learning or artificial-intelligence model, to build marketing or sales data, or to develop 
or improve products beyond what the requested support purpose requires. One narrow 
exception applies: where a defect cannot be reproduced from sanitized or synthetic material, 
Fookes Software may retain the Licensee-supplied file that reproduces it and use it only to 
reproduce defects and to detect regressions, under the safeguards stated in Section 11.6. Any 
other such use requires a separate, express, written permission from the Licensee that identifies 
the intended use. Acceptance of this Agreement is not such a permission, a permission given 



for one submission does not extend to another, and the Licensee may withdraw the permission 
for future use at any time. A permission may be given, and withdrawn, in writing by the 
Licensee, including by email from the address that submitted the material or from an authorized 
contact of the Licensee. Withdrawal operates prospectively and does not require Fookes 
Software to reverse a use already made. 
 
Fookes Software may use synthetic material, and technical, statistical, or aggregated 
information derived from Support Materials, where it cannot reasonably be linked to the 
Licensee, an individual, an Account Owner, or a matter. Fookes Software will not attempt to 
re-identify such information. A permission under this Section addresses Fookes Software’s 
contractual right to use the material; it does not supply any legal basis, consent, or authority that 
applicable data-protection law requires from a person other than the Licensee. 

11.6 Support Retention 
Support tickets and their contents are retained for limited periods and then deleted or 
anonymized; a ticket containing sensitive diagnostic evidence is deleted in full rather than 
selectively, because individual attachments may not be reliably deletable. The current 
ticket-system provider and retention periods are stated in the Privacy Policy. A technical 
summary or regression case may remain while it is still useful for reproducing a defect or 
detecting a regression in a supported product. Sanitized or synthetic material is used wherever 
the defect can be reproduced from it; where it cannot, the Licensee-supplied file may be kept as 
a test case under the exception in Section 11.5, on encrypted media, with access restricted to 
authorized personnel and use limited to defect reproduction and regression detection. Retained 
test cases are reviewed periodically; a file is deleted when a newer or synthetic fixture 
reproduces the same defect, and in any event no later than ten years after retention began 
unless the review documents a continuing need. A general ticket period never governs a usable 
credential. 
 
On request, and subject to law and reasonable technical limitations, Fookes Software will delete 
or return Support Materials that are no longer required for the support purpose. 

12. Feedback 
Feedback may be used without restriction or compensation, including for product development 
and marketing, provided the source is not identified without permission. The license excludes 
Support Materials, Account Data, credentials, Personal Data, privileged material, confidential 
material, and third-party confidential information. 

13. Restrictions 
Except as permitted by this Agreement or mandatory law, the Licensee and Remote User must 
not modify, translate, or create derivative works of Remote Authenticator; rent, sell, sublicense, 
or publicly host it; decompile, disassemble, or otherwise reverse engineer it; remove or alter its 



proprietary notices; bypass acceptance or security controls; obtain unauthorized access; use 
the application for credential theft, phishing, malware, unlawful interception, trade-control 
evasion, or deception; misrepresent its authenticity or security; or assist another person in doing 
so. 
 
Mandatory interoperability and qualifying good-faith security research remain permitted to the 
extent applicable law requires, within that law’s conditions. Lawful research must avoid 
third-party Account Data and unnecessary disruption and use reasonable coordinated 
disclosure. No provision requires nondisclosure longer than law permits. 

14. Private Distribution of Remote Authenticator 
Remote Authenticator for Aid4Mail 6.5 is the Aid4Mail Authenticator executable that Fookes 
Software supplies in the Aid4Mail 6.5 program folder; Fookes Software may also offer it for 
download on its website, with a custodian guide, for a period it determines. A licensee of 
Aid4Mail may provide an exact, unmodified copy of that executable, or, while the executable is 
offered on the website, the address of that download page, together with the Technical Notice 
(Section 10.2) and the custodian guide supplied in the program folder, to an Account Owner, 
Custodian, client, employee, contractor, counsel, expert, or other person who reasonably needs 
it for an authorized workflow with Aid4Mail. Professional service fees are permitted, but no 
separate fee may be charged for Remote Authenticator itself. 
 
A licensee of Aid4Mail providing Remote Authenticator under this Section must provide only the 
exact executable supplied by Fookes Software for Aid4Mail 6.5, preserve its signature or 
authenticity information, version, Agreement, every-run acceptance, and notices, prevent 
tampering and misdelivery, and avoid malicious bundling or misleading claims. 
 
Except where Fookes Software distributes Remote Authenticator itself or has authorized the 
distribution in writing, no person may host Remote Authenticator or make it available through a 
public website, repository, file server, app store, package manager, download service, or 
comparable public channel. Written authorization may be contained in a distributor, reseller, 
OEM, or other written agreement with Fookes Software and need not be a separate document. 
Nothing in this Section restricts Fookes Software’s own distribution of Remote Authenticator or 
the arrangements it uses to deliver it. A controlled private portal is permitted for the identified 
persons and workflow if all controls remain intact. 
 
Distribution is not sublicensing. Each recipient receives rights directly from Fookes Software 
after current-run acceptance. Fookes Software may prospectively withdraw distribution 
permission for security, integrity, legal, provider, trade-control, or operational reasons. 
Withdrawal does not itself terminate an existing license, revoke provider authorization, invalidate 
an issued credential, or end an independent recipient right. 



15. Updates, Support Lifecycle, and Agreement Changes 
Fookes Software may release Updates or replace or discontinue a version. Remote 
Authenticator is provided without a customer-support entitlement; Fookes Software may provide 
support at its discretion. Security fixes are provided only for the Current Version unless a custom 
agreement says otherwise. A Licensee or Remote User may be required to update for security 
support, provider compatibility, or secure credential handling. The build governed by this 
Agreement is supplied for use with Aid4Mail 6.5 and earlier Aid4Mail 6 releases (Section 5.4) 
during the Compatibility Period and is retired with it; Section 3.5 states the Update and 
security-support position for it. 
 
This Agreement does not require a Licensee to delete or stop using a Previous Version when an 
Update is obtained. Subject to the same license limits, a Licensee may retain and run a 
Previous Version it still holds, for reproducibility, legal preservation, rollback, or compatibility. A 
Previous Version may be unsupported, may lack security fixes, and may no longer work with an 
External Service. It must not be used to circumvent this Agreement or a legally required security 
restriction. 
 
Remote Authenticator is a portable application supplied as a single executable in the Aid4Mail 
6.5 program folder and, while Fookes Software offers it there, on the Aid4Mail website (Section 
14), so obtaining a newer Aid4Mail 6.5 build or download does not itself remove a copy of the 
executable already saved or provided elsewhere. Retaining or deleting such a copy is the 
Licensee’s or Remote User’s own action. 
 
Remote Authenticator is designed for Windows desktop and Windows Server environments. 
Current system requirements and the Technical Notice identify tested and security-supported 
environments. Security support depends on applicable Microsoft-supported Windows editions. 
Fookes Software may communicate product-support changes through its website, release 
notes, or a subsequently downloaded release and will give reasonable product-line end-of-life 
notice where practicable without promising a fixed period. 
 
Suspected vulnerabilities should be reported to security@fookes.net. Fookes Software 
intends to acknowledge a report within three business days. Sensitive files must use the 
secure-transfer method Fookes Software supplies, not an ordinary email attachment. 
 
A later Agreement binds only through Section 1.6. An Update, Documentation change, or 
Technical Notice does not silently replace the accepted Agreement. 

16. Intellectual Property and Third-Party Components 
Fookes Holding Ltd owns Remote Authenticator intellectual property not owned by third parties. 
Fookes Software licenses it under authority from Fookes Holding Ltd. Rights not expressly 
granted are reserved. Fookes Software does not acquire ownership of Account Data, Remote 



Token Files, Credential Copies, or Support Materials merely through processing or authorized 
support. 
 
Remote Authenticator includes or interoperates with third-party and open-source components. A 
separate component license controls only for that component and only to the extent of conflict. 
The complete component inventory, license texts, copyright notices, and attributions are 
supplied with Aid4Mail 6.5 in its installer and program folder and are available from Fookes 
Software on request. 

17. Legal Compliance, Trade Controls, Anti-Corruption, and 
Product Cybersecurity 
Each party must comply with laws applicable to its own performance. The Licensee and Remote 
User must not use Remote Authenticator, a credential, Account Data, or Support Materials for 
unauthorized access, unlawful interception or surveillance, credential theft, malware, 
infringement, bribery, sanctions evasion, export-control evasion, or another unlawful purpose. 
No user duty transfers obligations applicable to Fookes Software as developer, licensor, 
manufacturer, exporter, API client, or data-processing party. 
 
The Licensee and Remote User must comply with applicable sanctions, embargo, export, 
re-export, import, anti-boycott, and trade-restriction laws for destinations, recipients, end users, 
end uses, and transfers within their knowledge or control. They must not transact with a 
prohibited restricted party, destination, or end use or circumvent a legal restriction. No static 
country list determines the current legal result. Fookes Software may request information or 
refuse or suspend an action to the extent reasonably necessary for legal compliance. 
 
Fookes Software retains mandatory product-security, vulnerability, security-update, conformity, 
incident-reporting, documentation, and market-surveillance obligations applicable to its role. 
Nothing in this Agreement states a regulatory role or product class that applicable law has not 
established. 

18. U.S. Government Rights 
If acquired by or for the U.S. Government, Remote Authenticator and its Documentation are 
commercial computer software and commercial computer software documentation supplied 
under the license customarily offered to the public, consistent with FAR 12.212 and DFARS 
227.7202-3. The Government receives only this Agreement’s rights or rights in an authorized 
procurement addendum. No-charge download or private distribution grants no greater rights. A 
mandatory federal term controls only to the extent it applies and conflicts. Licensor: Fookes 
Software Ltd, La Petite Fin 27, 1637 Charmey, Switzerland. 



19. Warranties and Disclaimers 
Except for an express warranty in a separately executed agreement and non-waivable rights, 
Remote Authenticator, Documentation, Updates, integrations, and support are provided “as is,” 
“as available,” and with faults. To the maximum extent permitted by law, the Fookes Parties 
disclaim implied or statutory warranties and conditions, including merchantability, satisfactory 
quality, fitness, title, non-infringement, quiet enjoyment, accuracy, availability, compatibility, 
security, and error-free operation. 
 
Fookes Software does not warrant a particular legal, forensic, evidentiary, migration, 
investigation, or business result; continuing provider, Account, Aid4Mail, platform, or format 
compatibility; that this build includes any security property introduced in a later Aid4Mail version; 
freedom from defects, vulnerabilities, interruption, unauthorized access, or loss; a particular 
provider issuance, renewal, expiry, or revocation result; or chain of custody or legal authority 
without the Licensee’s own controls. 
 
The Licensee is responsible for authority and scope, a secure system and transfer method, 
recipient details, appropriate system or record backups, and separate preservation of required 
evidence. Documentation, marketing, demonstrations, and support do not create a warranty 
unless a separately executed agreement says so. This does not authorize misleading 
statements or eliminate mandatory rights arising from public statements. 
 
For a Consumer, this Section applies only as mandatory law permits and does not exclude 
mandatory conformity, update, repair, replacement, price-reduction, termination, product-liability, 
or other remedies, including rights for no-charge digital content or software. 

20. Limitation of Liability 
To the maximum extent permitted by law, the Fookes Parties are not liable for indirect, 
incidental, special, consequential, exemplary, punitive, or enhanced damages or loss of profit, 
revenue, opportunity, anticipated savings, goodwill, or business interruption. A loss is not 
reclassified where law treats it as direct. 
 
The Fookes Parties are not liable to the extent loss is caused by absent authority, out-of-scope 
or unlawful use, failure to install a required security Update, failure to protect or verify transfer of 
a credential, an External Service event not caused by Fookes Software, unauthorized 
modification or distribution, or an incident or misdelivery not caused by Fookes Software. 
 
Aggregate liability will not exceed CHF 100 across claims and theories. A separately executed 
data-processing, confidentiality, security, or enterprise agreement may set another cap for its 
subject. Nothing excludes or limits liability where prohibited, including unlawful intent or gross 
negligence under applicable Swiss law, fraud, death or personal injury where non-limitable, and 
mandatory product-liability or Consumer rights. Applicable statutory limitation and prescription 
periods govern; this Agreement creates no one-year claim bar. 



21. Third-Party Claims and Indemnity 
An organizational Licensee, and an individual independently using Remote Authenticator 
professionally or commercially who is neither a Consumer nor merely an ordinary Custodian 
cooperating with an authorized request, will defend, indemnify, and hold harmless the Fookes 
Parties from third-party claims, resulting judgments, lawful penalties, settlements, and 
reasonable external legal fees to the extent caused by unauthorized authentication or token 
creation; action outside authority or scope; unlawful disclosure, transfer, retention, or use of 
credentials or data; material violation of applicable law or provider terms; or an incident 
attributable to breach of Sections 4, 6, 7, or 8. 
 
The indemnity does not apply to the extent caused by a product defect, Fookes Software’s 
breach, or a Fookes Party’s negligence, gross negligence, willful misconduct, infringement, 
violation of law, or act outside the Licensee’s control. A Consumer, Remote User, employee, 
cooperating Custodian, or Aid4Mail Authorized User owes no personal indemnity merely for 
accepting user duties or assisting an authorized workflow. 
 
The indemnified party must provide reasonably prompt notice, defense control with qualified 
counsel, and reasonable cooperation at the Licensee’s expense. Delay reduces the obligation 
only to the extent of material prejudice. A settlement may not admit fault by, impose 
non-monetary duties on, restrict, or fail to release an indemnified party without its consent, not 
to be unreasonably withheld. 

22. Suspension, Termination, Effects, and Survival 
The Licensee may terminate by permanently stopping use and distribution and giving notice 
under Section 24. No refund or subscription rule applies. 
 
Fookes Software may proportionately suspend support, distribution, or affected functionality for 
a credible security threat, incident, unlawful access, acceptance or license circumvention, 
unauthorized public distribution, provider requirement, or legal obligation. Where lawful and 
practicable, it will give the reason and restoration steps. 
 
Either party may terminate for a material breach uncured 30 days after notice or immediately if 
incapable of cure. Fookes Software may immediately terminate affected rights where continued 
performance is unlawful or for intentional unauthorized access, malicious credential misuse, 
trade-control evasion, deliberate acceptance or security-control circumvention, or material IP 
infringement. 
 
When rights end, stop use and distribution, stop claiming a license, and delete application 
copies no longer permitted except a legally required non-operational archive. Termination does 
not revoke provider access, expire a Remote Token File, rotate passwords, delete Credential 
Copies or collected Account Data, or end a recipient’s independent authority, accepted Aid4Mail 
EULA, or provider authorization. Separate lifecycle actions remain required. 



 
Provisions necessary for ownership, retained credentials and data, incidents, support, accrued 
claims, risk allocation, and general terms survive only as long as their purpose requires. 

23. Governing Law, Jurisdiction, and Interim Relief 
This Agreement is governed by substantive Swiss law, excluding conflict rules and the United 
Nations Convention on Contracts for the International Sale of Goods. Subject to mandatory law, 
non-Consumer disputes are under the exclusive jurisdiction of the competent courts of Bern, 
Switzerland. 
 
A Consumer retains mandatory protection under law that would apply without the Swiss-law 
choice and any mandatory right to sue, or be sued, in another competent forum. Either party 
may seek proportionate interim or protective relief from a competent court to prevent imminent 
unauthorized access, credential misuse, confidential disclosure, infringement, or irreparable 
security harm. 

24. Notices and Security Reports 
Formal legal notices to Fookes Software must be sent by personal delivery, tracked courier, or 
registered mail to Fookes Software Ltd, La Petite Fin 27, 1637 Charmey, Switzerland, or by 
email to helpdesk@fookes.net. Subject to mandatory law, delivery is effective on personal 
delivery, recorded courier or mail delivery, or the next business day after an email without a 
failure notice. Fookes Software may use acceptance, support, distribution, or organizational 
contact details for notices to the Licensee. 
 
Security alerts, Updates, provider notices, and Technical Notice changes may be communicated 
by email, release notes, an appropriate website notice, or a subsequently downloaded release. 
Suspected vulnerabilities should be reported to security@fookes.net. Fookes Software 
intends to acknowledge a report within three business days. Sensitive files must use the 
secure-transfer method Fookes Software supplies and must not be attached to ordinary email. 

25. Assignment 
The Licensee may not assign, transfer, delegate, or sublicense this Agreement without prior 
written consent. Permitted private distribution is not assignment. Fookes Software may assign to 
Fookes Holding Ltd, an affiliate, or a successor in a merger, reorganization, change of control, 
asset sale, or transfer of the Remote Authenticator business if the assignee assumes material 
continuing obligations. Assignment does not reduce Consumer rights or alter a DPA, 
confidentiality agreement, or security addendum without its amendment process. 



26. General Contract Terms and Force Majeure 
If a provision is invalid or unenforceable, it is severed or modified only to the minimum 
necessary, and the remainder continues. Severance or modification under this Section may not 
increase a Consumer’s obligations beyond mandatory law. Waiver requires a signed writing and 
applies only to the stated instance. No partnership, agency, fiduciary, franchise, employment, or 
joint venture arises. 
 
Fookes Holding Ltd and other Fookes Parties may enforce protections expressly granted under 
Sections 16, 19, 20, and 21. A component licensor may enforce its separate license. Otherwise, 
there are no third-party beneficiaries. Rights and remedies are cumulative, and no provision 
waives mandatory law or regulatory authority. 
 
In the case of an unforeseeable and uncontrollable event that is unrelated to either party’s 
behavior, including omissions, and that causally impairs or renders impossible the fulfillment of a 
contractual obligation of either or both parties (“force majeure”), the affected party is 
temporarily relieved from fulfilling that obligation, provided that the affected party communicates 
the circumstances as soon as reasonably possible and takes reasonable measures to mitigate 
them. The relief ends as soon as the triggering event ends or its effects have subsided to a 
degree that reasonably allows fulfillment. Payment obligations already accrued are not excused. 
 
Circumstances that trigger this provision, provided they reach the threshold described above, 
include, but are not limited to: 
 
(a) failure, insolvency, or withdrawal of a critical service provider of Fookes Software; 
 
(b) a successful cyberattack, despite reasonable safeguards, against Fookes Software’s or a 
critical service provider’s systems; 
 
(c) war, sanctions, embargoes, or other government measures that reach the threshold 
described above, without prejudice to Section 17; and 
 
(d) natural disaster or prolonged infrastructure failure. 
 
This provision is for exceptional cases only. Accordingly, the mere insolvency of a party or 
similar circumstances are considered foreseeable. 

27. Entire Agreement, Scope Allocation, Language, and 
Precedence 
This Agreement and documents given a defined contractual role form the complete agreement 
regarding Remote Authenticator. They supersede prior proposals and communications on that 
subject without retroactively altering rights exercised under an earlier accepted agreement. 
They do not supersede legal process, protective orders, Account Owner instructions, provider 



authorization, engagement terms, professional duties, or other sources that narrow 
authentication, creation, or transfer. 
 
This Agreement governs Remote Authenticator operation and private distribution, creation and 
initial transfer of a Remote Token File, and copies within the Licensee’s or Remote User’s 
control. The Aid4Mail EULA governs recipient import and use, recipient custody and onward 
transfer, recipient retention and deletion, and recipient incident and preservation duties. If the 
same person is party to both, each controls its assigned subject. Neither expands Account 
authority or makes a Remote Token File write-capable. 
 
Mandatory law controls. A conflict is resolved only for its subject in this order: 
 
(a) a separately executed written agreement expressly identifying the overridden provision and 
subject; 
 
(b) a separately executed DPA, confidentiality agreement, or security addendum for its subject; 
 
(c) an applicable third-party or open-source license for its component; 
 
(d) this Agreement; 
 
(e) the Privacy Policy as notice and as an express commitment only where specifically given 
that status; 
 
(f) the Technical Notice for verified implementation and operations; and 
 
(g) Documentation, release notes, guides, product pages, and marketing. 
 
Subordinate materials may not silently amend this Agreement, expand authority, make a 
Remote Token File write-capable, reduce recipient duties under the Aid4Mail EULA, or reduce 
stronger signed or mandatory obligations. 
 
This Agreement is in English. A translation may be supplied for convenience, but the English 
text controls to the extent mandatory law permits. Consumer language and interpretation rights 
remain unaffected. 
 
A separately executed written agreement must identify the parties and subject, be accepted by 
authorized representatives, and show intent to modify or supplement this Agreement. Legally 
valid electronic signatures are permitted. Ordinary email, support communications, purchase 
orders, and passive conduct do not suffice by themselves. 
 
Last update to the Aid4Mail 6.5 Remote Authenticator End User License Agreement: September 
8, 2026 
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