Aid4Mail Al Integration User Guide

Introduction: Transform Your Email Investigations with
the Power of Al

Are you ready to revolutionize your eDiscovery and digital forensics workflow? Aid4Mail
Investigator and Aid4Mail Enterprise now integrate cutting-edge artificial intelligence, providing a
paradigm shift in how you handle email analysis. This isn’t just an incremental improvement; it's
a fundamental change that can dramatically cut your review times, uncover hidden insights, and
reduce costs.

As among the first digital forensics tools to integrate Al analysis of emails, including modern
attachments, Aid4Mail sets a new standard for the industry. Our pioneering solution is also the
only on-premises eDiscovery tool offering this advanced capability, with the option to perform
your investigation entirely offline.

Aid4Mail’s approach fundamentally differs from traditional Technology-Assisted Review
(TAR) systems. While TAR platforms require extensive training phases—manually reviewing
hundreds or thousands of documents to “teach” the system what'’s relevant—Aid4Mail leverages
Large Language Models (LLMs) for structured analysis and classification. You start analyzing
emails immediately with natural language prompts, without any training data, seed sets, or
iterative feedback loops. This represents a shift from systems that find pattern similarities to Al
that comprehends meaning and context.

For years, digital forensics and eDiscovery professionals have wrestled with the ever-increasing
volume and complexity of email data. Traditional methods, relying heavily on keyword searches
and manual reviews, are time-consuming, expensive, and prone to missing crucial evidence.
Aid4Mail’s Al integration, leveraging powerful models from Anthropic, Google, Meta Al, Mistral
Al, OpenAl, and xAl—accessed through both direct provider APls and enterprise-grade
platforms like Amazon Bedrock, Google Vertex Al, and Microsoft Azure Al—directly addresses
these challenges.

Imagine:

e Automatically filtering emails with unparalleled accuracy, going far beyond simple
keywords to understand meaning and context.

e Instantly classifying emails into relevant categories, streamlining your review process,
and organizing evidence with unprecedented efficiency.

e Uncovering critical insights through automated summarization, translation, and
information extraction, freeing you from tedious manual tasks.



e Dramatically accelerating your investigations by automating time-consuming and
error-prone manual reviews, removing the guesswork from filtering.

e Maintaining complete data privacy with local Al inference, keeping processing fully under
your control without data leaving your environment.

Aid4Mail’s incorporation of Al lets you do all this and more. It transforms your workflow from a
laborious, resource-intensive process into a streamlined, efficient, and insightful operation. With
both cloud-based and secure offline Al options, you gain flexibility without compromising on
security or compliance requirements. This guide walks you through the benefits, setup, and
usage of these game-changing features, helping you unlock the full potential of Al in your
investigations.

Important Note Regarding Al Providers
Aid4Mail doesn’t provide direct access to online Al services. To use these features, you must:

e Agree to the terms and conditions of your chosen Al provider(s).

e Obtain an API key directly from the provider(s).

e Manage and pay for any associated costs directly with the Al provider(s). Aid4Mail isn’t
responsible for Al service fees.

Alternatively, for maximum security and compliance, you can implement Aid4Mail’s offline Al
integration, keeping all data processing within your organization’s infrastructure.

Keep in mind that Al tools can make mistakes, and like any technology, they have limitations.
However, concerns about Al hallucination—while valid in creative text generation contexts—are
largely irrelevant to Aid4Mail’'s structured classification approach, as explained in detail in
Section 4. Al models also continuously improve, so challenges you face today may be resolved
sooner than later with future updates.

1. How Aid4Mail’s Al Implementation Differs from
Traditional TAR Systems

If you’re familiar with Technology-Assisted Review (TAR) platforms used in eDiscovery, you
might wonder how Aid4Mail’s Al integration compares. The difference is fundamental, not
incremental.

1.1. What Is TAR?

TAR systems use machine learning to identify relevant documents based on examples. The
typical workflow requires:



1. Training Phase: Subject matter experts manually review and classify 200-2,000+
documents as a “seed set.”

2. lterative Learning: The system uses statistical models to find documents similar to
those in the seed set.

3. Feedback Loops: Additional rounds of manual review refine the model’s accuracy.

4. Project-Specific Models: Each new case requires new training from scratch.

This approach has been valuable, but it comes with significant limitations.

1.2. TAR’s Key Limitations

The Cold Start Problem

TAR requires substantial upfront manual review before automated processing begins. This
represents days or weeks of delay and significant costs before you see any benefit from
automation.

Inflexibility
Once trained, TAR systems struggle with:

e New document types not represented in the training set

e Evolving case theories requiring different criteria

e Multiple classification schemes applied simultaneously

e Multilingual datasets (often requiring separate training per language)

Single-Purpose Design

TAR is primarily designed for binary “responsive/non-responsive” classification. Other analytical
tasks—summarization, translation, information extraction—require separate tools and
workflows.

Expertise Requirements
Effective TAR deployment requires specialized knowledge of predictive coding protocols,
statistical validation, and continuous quality control, often necessitating external consultants.

1.3. How Aid4Mail’s Al Approach Is Different

Immediate Operation
No training phase required. You write a natural language prompt and start processing emails
immediately. What takes weeks with TAR takes minutes with Aid4Mail.

True Comprehension

Rather than finding statistical patterns and similarities, Large Language Models actually
understand language, context, nuance, and meaning. They can reason about content, not just
match patterns.



Universal Flexibility
The same Al model handles:

Filtering and classification (binary or multi-category)
Summarization and translation

Information extraction and inference generation

Multiple languages simultaneously without additional configuration
Changing requirements mid-project (just modify your prompt)

Natural Language Control

Instead of training through examples, you describe what you need in plain language. The
prompt becomes your “configuration,” and it's immediately understandable by legal
professionals without specialized technical knowledge.

Multi-Purpose Analysis
A single integrated system performs tasks that would require multiple TAR-based tools and
workflows.

1.4. The Paradigm Difference
TAR asks: “Can we find more documents similar to these examples?”

Aid4Mail’s Al asks: “Can we understand what these documents actually mean and process
them accordingly?”

This isn’t about incremental improvement—it's a fundamental shift in approach. While TAR
represented a significant advance over keyword searching, Al using Large Language Models
represents a leap to systems that comprehend rather than pattern-match.

1.5. When Might TAR Still Be Relevant?

To provide balanced perspective, TAR retains some advantages in specific scenarios:

e Established Protocols: Organizations with mature TAR workflows and proven
defensibility records may prefer continuity for certain case types.

e Massive Productions: When processing hundreds of millions of documents where
marginal per-document cost differences become significant.

e Highly Repetitive Cases: When the exact same legal issue appears repeatedly and
training investment can be amortized across many matters.

However, even these advantages diminish as Al costs decrease, processing speeds increase,
and legal acceptance grows.

1.6. Bottom Line



Aid4Mail fundamentally changes how you approach email investigation. By removing training
requirements and enabling true content comprehension, Aid4Mail eliminates major eDiscovery
bottlenecks. This is the difference between teaching a system to recognize patterns and giving it
the ability to actually understand.

2. The Power of Al in Email Processing: Key Benefits

Integrating Al into your email processing workflow with Aid4Mail offers significant advantages
over traditional methods:

e Enhanced Accuracy: Al-powered filtering, driven by well-crafted prompts and
appropriate models, produces more accurate results than traditional keyword searches.
This reduces the risk of false positives (irrelevant emails) and false negatives (missing
relevant emails).

e Easier To Create: Creating effective search queries with traditional methods (Boolean
logic, proximity operators, stemming, etc.) requires a certain expertise. Al prompts are
simpler to create and can often be improved with the help of Al itself.

e Multilingual Support: Al filtering and classification excel at handling multiple languages
reliably, a challenge for keyword-based approaches.

e Streamlined Classification: Go beyond simple “relevant” or “not relevant” results. Al
lets you classify emails into many categories, enabling efficient organization and
targeted review.

e Automated Analysis: Perform complex tasks like email summarization, translation,
information extraction, and inference generation directly in Aid4Mail.

e Faster EDRM Workflow: Al can automate many steps in the Electronic Discovery
Reference Model (EDRM) process—a framework defining stages from information
governance through production—from collection to production, potentially reducing or
eliminating manual work in some cases.

e Reduced Manual Review Burden: By automating filtering, classification, and analysis,
Al significantly lowers the amount of manual review required, saving time and resources.

3. Al Features in Detail

Aid4Mail offers three core Al-powered features:

3.1. Al Email Filtering

Problem with Traditional Filtering

Traditional methods like keyword searches and complex Boolean queries often suffer from:



e High false-positive rate, where many irrelevant emails are included.
e High false-negative rate, where important, relevant emails are missed.
e Reliance on specialized knowledge to create effective queries.
e Language limitations, particularly with multilingual datasets.
Al Solution

Al filtering uses natural language prompts to identify relevant emails based on their meaning
and context, not just on keywords. This results in:

Improved precision and recall, with fewer irrelevant emails, and fewer relevant ones
missed.

Easier prompt creation that relies on natural language, requiring less specialized
knowledge.

Robust and efficient multilingual capability.

3.2. Al Email Classification

Beyond Filtering

Classification extends filtering by grouping emails into multiple categories, not just “relevant” or
“not relevant.”

Two Classification Methods

Open-Ended Classification: The Al model determines the category based on your
prompt. Example: “Identify the primary language used in this email. Respond only with
the full English name of the detected language (for example: English, French, Finnish,
Spanish, Chinese). If the language cannot be reliably determined, respond with
INCONCLUSIVE'.”

Restricted Classification (Predefined Values): You provide a list of allowed
categories, and the Al model chooses the best fit. Example: “Classify this email based
on its relevance to Email-Based Attack Vectors. Identify phishing, spoofing, or malware
distribution. Reply with one of the following labels exactly as written: Responsive,
Unresponsive, Review.”

Output Options

Folder Organization: Automatically sort emails into folders named according to their
classification.

Archival Output: Include the classification result as a field in a PDF, HTML, CSV, XML,
or JSON file for review or further analysis.

3.3. Al Email Analysis

Versatile Analysis Tasks



Perform a wide range of tasks, including:

Summarization: Generate concise summaries of email content.
Translation: Translate emails into different languages.
Information Extraction: Identify and extract key information (for example, dates,
names, and locations).

e Inference: Draw conclusions based on the email content (for example, sentiment
analysis or topic detection).

Output Options

You can store analysis results in PDF, HTML, CSV, XML, or JSON files for review, reporting, and
further processing.

4. Understanding Al Classification Errors: Why
Hallucination Isn’t a Concern

4.1. What Is Al Hallucination?

Al hallucination refers to instances where Al models produce information that appears plausible
but is factually incorrect, fabricated, or unsupported by the input data. This phenomenon has
raised legitimate concerns in fields requiring high accuracy, including eDiscovery and digital
forensics, where the integrity of evidence is paramount.

In typical creative text generation applications—such as drafting documents, answering
open-ended questions, or creating content—the Al model generates free-form text based on
statistical patterns learned during training. In these scenarios, the model may introduce errors,
fabricate sources, or present false information as fact. This is where hallucination becomes a
genuine risk.

4.2. Why Aid4Mail’s Al Implementation Is Different

Aid4Mail leverages Large Language Models (LLMs) for structured analysis and classification
rather than free-form generation. Here’s why this distinction matters:

Constrained Responses

Aid4Mail uses Al exclusively for classification and structured analysis tasks, not for generating
creative content or answering open-ended questions. When filtering or classifying emails, the Al
model responds with predefined categories or simple determinations (for example, “Responsive”
vs. “Unresponsive,” or a language name). These constrained response formats eliminate the
opportunity for fabrication.



Verifiable Input-Output Relationship

Every Al response in Aid4Mail is directly tied to specific email content that you can verify. Unlike
generative tasks where the Al might reference nonexistent sources or create fictional details,
Aid4Mail’s Al only evaluates the actual data you provide. The email being analyzed is always
available for review, making any classification decision fully auditable.

No External Knowledge Required

Aid4Mail’s prompts instruct the Al to evaluate only the email content provided—not to draw on
external knowledge or training data. This focused approach prevents the Al from introducing
information that wasn’t present in the original email.

Deterministic Classification Tasks

The classification tasks Aid4Mail performs are fundamentally different from the open-ended
generation tasks where hallucination occurs. When an Al model selects “English” as a language
classification or “Responsive” as a relevance category, it's making a judgment based on the
input data, not inventing information.

4.3. Proven Reliability: Overview of Test Results

To validate the accuracy of Aid4Mail's Al implementation, we conducted extensive internal
testing using diverse datasets. These tests evaluated how accurately different Al models could
classify emails according to specific criteria—the core function of Aid4Mail's Al features.

The best-performing models demonstrate exceptional reliability, with top-tier models achieving
95-97% classification accuracy. These accuracy rates are exceptional for classification tasks
and demonstrate that top-tier Al models perform reliably in Aid4Mail’s structured framework.

Important Note: Not all models perform equally well. Our testing revealed significant variation,
with some models achieving accuracy rates below 60%. This underscores the importance of
selecting proven, reliable models for professional use. Detailed performance metrics, test
methodology, and model-specific results are provided in Section 5.

4.4. Understanding Classification Errors vs. Hallucination
It's important to distinguish between classification errors and hallucination:

e Classification Error: The Al selects an incorrect category based on ambiguous content
or misinterpretation of context. Example: An email discussing both legal matters and
technical issues might be classified as “Technical” when “Legal” would be more
appropriate.

e Hallucination: The Al fabricates information not present in the source material.
Example: Claiming an email mentions a person or date that doesn’t appear anywhere in
the email.



In Aid4Mail’s testing, the errors observed were classification decisions, not hallucinations. The
Al never fabricated email content, invented nonexistent categories, or produced responses
outside the defined classification framework. This distinction is crucial: classification errors can
be identified through quality control processes and refined through improved prompts, whereas
hallucinations represent a more fundamental reliability issue that simply does not occur in
Aid4Mail’s constrained implementation.

4.5. Best Practices for Maximum Accuracy

While Aid4Mail’'s Al implementation minimizes hallucination risk by design, you can further
optimize accuracy:

e Use Clear, Specific Prompts: Well-defined classification criteria help the Al make
accurate decisions. Avoid ambiguous language or overlapping categories.

e Start with Small Test Sets: Before processing large volumes, run a representative
sample to verify that classifications meet your expectations.

e Choose Appropriate Models: As test results show, some models perform better than
others for specific tasks. Section 5 provides guidance on model characteristics and
performance.

o Implement Quality Controls: Just as with any filtering or classification
system—whether Al-powered or traditional—sample reviews help maintain accuracy and
identify areas for prompt refinement.

4.6. The Bottom Line

Concerns about Al hallucination, while valid in creative text generation contexts, are largely
irrelevant to Aid4Mail’s implementation. By constraining Al responses to structured classification
tasks, ensuring verifiable input-output relationships, and focusing on analysis rather than
content generation, Aid4Mail eliminates the conditions that lead to hallucination.

The test results validate this approach: the best-performing models consistently achieved
accuracy rates above 95%, delivering reliable, verifiable results that professionals can trust in
eDiscovery and forensic investigations. However, not all models perform equally—our testing
revealed significant variation in accuracy, with the poorest-performing model misclassifying 40%
of emails, rendering it entirely unreliable for professional use. This underscores a critical point:
model selection matters. The high accuracy rates demonstrated by top-tier models aren’t just
marketing rhetoric—they’re demonstrated performance backed by rigorous testing. By choosing
proven models like Claude Sonnet 4.5, Grok 4, or Gemini 2.5 Flash, you can achieve the
exceptional reliability that Aid4Mail’s structured implementation enables.

5. Al Speed, Cost, and Model Selection



5.1. Performance and Cost Examples

Gemini 2.0 Flash: Processed a 5 GB mailbox (50,900 emails) in just under eight
hours—approximately 1.8 emails per second (including attachment data). The total cost
was under $12 US, using 115.5 million tokens (input + output). Actual performance may
vary based on location (this test was conducted in Switzerland).

Input Tokens: Including attachment data in your analysis can significantly increase
token consumption. This subsequently increases the cost and likelihood of reaching rate
limits. In our tests, token usage rose by 90% when attachments were included.

Output Tokens: When using Al filter and classification tasks, Aid4Mail consumes very
few output tokens (often fewer than 10 tokens per email). Output token usage for
analytical tasks will depend on your prompt and the maximum output token limit you set.

5.2. Choosing the Right Al Model

Selecting the best Al model is crucial for performance and cost-effectiveness. Consider:

Rate Limits: The number of requests and tokens per minute or day.

Context Window: How much text the model can process at once.

Speed: The model’s processing rate in tokens per second.

Cost: The cost per token (input and output).

Accuracy: How accurately the model interprets and responds to prompts.

Output Schema Support: Whether the model can reliably produce structured output for
Aid4Mail to parse. This is essential for filtering, and important for pre-defined
classification tasks.

5.3. Our Al Model Tests

Aid4Mail supports models from Anthropic, Google, Meta Al, Mistral Al, OpenAl, and xAl.
Selecting the right model significantly impacts your investigation’s success. We conducted
comprehensive email tests to evaluate how accurately these models recognize message
contents and classify them based on prompt criteria.

5.3.1. Test Methodology

Our testing was designed to evaluate real-world classification performance across diverse
scenarios:

Sample Composition:
We tested 300 emails total, consisting of:

e 200 custom-created emails covering specialized themes:
o lllicit Financial Activity (IFA): 30 emails
o Bribery: 30 emails
o Threats: 30 emails



Harassment: 30 emails
Online Extremist Recruitment (OER): 30 emails
Phishing: 25 emails
Spam: 24 emails
Clean (no category match): 1 email
e 100 emails from two existing datasets:
o 50 emails mentioning local weather events
o 50 emails concerning climate science research

O O O O O

Language Coverage:
The test set included emails in English, German, and Korean to evaluate multilingual
classification capability.

Error Definition:
A misclassification occurs when the model assigns an incorrect category. For example:

e Classifying a bribery email as harassment counts as an error.
e Classifying an email about local weather (without climate change context) as
“‘Responsive to climate change” counts as an error.

Validation Method:
All test emails were manually reviewed and categorized as ground truth. Model responses were
compared against these verified classifications to calculate accuracy percentages.

5.3.2. Models Tested
We tested the following models:

e Alibaba:
Qwen 2.5 32B, Qwen 2.5 72B, Qwen 2.5 7B

e Anthropic:
Claude 3.0 Haiku, Claude 3.5 Haiku, Claude 4.5 Haiku, Claude 3.7 Sonnet, Claude
Sonnet 4, Claude Sonnet 4.5

e Deepseek:
Deepseek V3

e Google:
Gemini 1.5 Pro, Gemini 2.0 Flash, Gemini 2.5 Flash, Gemini 2.5 Flash Light, Gemma 3
27B

e Meta Al:
Llama 4 Maverick, Llama 4 Scout

e Mistral Al:
Magistral Medium, Magistral Small, Ministral 8B, Mistral Large 2, Mistral Medium 3,
Mistral NeMo, Mistral Small 3.0, Mistral Small 3.1, Mistral Small 3.2



e OpenAl:
GPT-4.1, GPT-4.1 Mini, GPT-4.1 Nano, GPT-40, GPT-40 Mini, o1, 03 Mini, GPT-5,
GPT-5 mini

e XxAI:
Grok 3 (fast), Grok 3 Mini (fast), Grok 4 (fast) reasoning and non-reasoning

5.3.3. Test Prompts
Primary Classification Test:

Prompt: You are a digital forensics investigator tasked with analyzing the provided email and
classifying it into one of these categories: ‘IFA’ if it involves illicit financial activity like
cryptocurrency fraud, illicit transactions, and money laundering; ‘Bribery’ if it relates to bribery or
corruption attempts; ‘Threats’ if it contains explicit or implied threats of workplace violence;
‘Harassment’ if it includes sexually explicit language, inappropriate advances, or harassment;
‘OER’ if it shows signs of online radicalization and extremist recruitment; ‘Phishing’ if it exhibits
clear indicators of phishing attempts; ‘Spam’ if it appears to be unsolicited junk mail that doesn’t
fall under the ‘Phishing’ category; ‘Clean’ if none of these categories apply; or INCONCLUSIVE’
if the email content is ambiguous or insufficient for accurate classification.

Classification Options: IFA, Bribery, Threats, Harassment, OER, Phishing, Spam, Clean,
INCONCLUSIVE

Complex Analysis Test:

Prompt: You are an FOIA investigator. Analyze the email content and classify it as one of the
following: ‘Responsive’ if it discusses climate change or relates to climate science research
(excluding local weather events); ‘Unresponsive’ if it does not; or INCONCLUSIVE' if the
content is unclear or lacks enough information to decide.

Classification Options: Responsive, Unresponsive, INCONCLUSIVE

5.4. Test Results

Our findings revealed surprising insights about model performance, with cost not correlating to
quality. Remarkably, the most expensive model ($15/million input tokens) delivered the poorest
results, while the most affordable model ($0.10/million input tokens) demonstrated superior
performance. Reasoning models were significantly slower and did not necessarily produce
better results than the corresponding non-reasoning models.

Top Performers (Accuracy):

1. Claude Sonnet 4.5 delivered the most accurate results (97%) across our test suite, with
only 3% of emails misclassified. For best performance and regional availability, we
recommend accessing this model via Amazon Bedrock or Google Vertex Al rather
than the Anthropic API.



Grok 4 (fast, with reasoning) achieved 97% accuracy, tying for first place with only 3%
misclassification. Access this model via Microsoft Azure Al for optimal speed and
availability.

Claude Sonnet 4 demonstrated strong accuracy at 96%, with 4% misclassification, and
is widely available on Amazon Bedrock and Google Vertex Al.

Gemini 2.5 Flash ranked fourth in accuracy at 96% (4% misclassification) while also
being one of the fastest models available. With a cost of just $0.30 per million input
tokens, it ranks among the most affordable commercial options. Access via Google
Vertex Al for enterprise deployments.

Grok 3 (fast) achieved 96% accuracy (4% misclassification) with excellent speed
performance.

Gemini 2.0 Flash, OpenAl GPT-5 mini, Magistral Medium, and Qwen 2.5 32B all
achieved 95% accuracy (5% misclassification).

Top Performers (Speed):

w

Gemini 2.5 Flash was the fastest model, processing 7,127 tokens per second.

Gemini 2.0 Flash ranked second for speed, processing 6,286 tokens per second, and
is the cheapest commercially available model at only $0.10 per million input tokens.
Magistral Medium processed 4,709 tokens per second.

Grok 3 (fast) delivered strong speed performance, processing 2,968 tokens per
second.

Best All-Round Recommendations:

1.

2.

Gemini 2.5 Flash: Excellent balance of speed, price, accuracy, and broad regional
availability via Google Vertex Al.

Claude Sonnet 4.5: Top accuracy with strong regional availability on Amazon Bedrock
and Google Vertex Al.

Grok 4 (fast, reasoning): High accuracy with competitive pricing, available via Microsoft
Azure Al.

Qwen 2.5 32B: Best open-source model (95% accuracy) for offline deployments
requiring complete data privacy.

Magistral Medium: Top-performing Mistral Al model (95% accuracy), excellent choice
for European organizations requiring GDPR data residency compliance.

OpenAl’'s GPT Models: A Solid Choice for OpenAl-Committed Organizations

OpenAl’'s GPT-5 and its predecessors—including GPT-40 and the GPT-4 series—are powerful,
widely respected Al models that we value highly. Our benchmarking specifically for email
classification revealed that while these models performed below our top recommendations,
GPT-5 mini achieved 95% accuracy, placing it in the same performance tier as Gemini 2.0
Flash, Magistral Medium, and Qwen 2.5 32B.



For organizations committed to using OpenAl’s platform—whether due to existing enterprise
agreements, internal policies, or established workflows—GPT-5 mini represents an excellent
choice. Its 95% accuracy rating demonstrates strong, reliable performance for email
classification tasks in digital forensics and eDiscovery contexts.

However, if you're selecting a model purely based on performance metrics without platform
constraints, our testing shows that Claude Sonnet 4.5 (97% accuracy), Grok 4 (97% accuracy),
Claude Sonnet 4 (96% accuracy), and Gemini 2.5 Flash (96% accuracy) currently deliver
superior results for Aid4Mail’s email processing use cases.

This performance difference doesn’t reflect any inherent flaw in OpenAl’'s models, which excel in
many applications. Rather, it demonstrates that Al model performance varies significantly
depending on the specific task, and what works best for general conversation or creative writing
may not be optimal for structured email analysis.

We continue to evaluate all major Al providers as they release new models, and we’ll update our
recommendations as performance characteristics evolve.

Context Window Considerations:

For the largest input context window—up to 1 million tokens—we recommend Gemini 2.0
Flash, Gemini 2.5 Flash, Grok 4 (fast), or OpenAl GPT-4.1. These models easily
accommodate full emails along with their attachments, ensuring no data is truncated during
analysis.

Although Magistral Medium has the smallest input context window among the top
performers (40,000 tokens), it still handled our 5 GB mailbox containing 50,900 emails
remarkably well. Only 0.9% of emails required truncation, demonstrating the model’s strong
efficiency despite the limitation.

5.5. Al Model Features

Below is a summary of the top models Aid4Mail currently supports. Pricing can change, so
always verify with the provider.

Claude Sonnet 4.5

Test performance: varies by platform

Input Context Window: 200,000 tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): varies by platform

Availability: Amazon Bedrock, Google Vertex Al, Anthropic APl (not recommended due

to rate limits)

e Regional Availability (Amazon Bedrock): USA, France, Germany, Ireland, Italy, Spain,
Sweden, Switzerland, UK, Australia, Japan

e Regional Availability (Google Vertex): USA, Belgium



e Recommendation: Use Amazon Bedrock or Google Vertex Al for best performance and
to avoid rate-limit issues.

Claude Sonnet 4

Test performance: varies by platform

Input Context Window: 200,000 tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): varies by platform

Availability: Amazon Bedrock, Google Vertex Al, Anthropic APl (not recommended due

to rate limits)

e Regional Availability (Amazon Bedrock): USA, France, Germany, Ireland, ltaly, Spain,
Sweden, Australia, Japan, Korea, Israel, UAE

e Regional Availability (Google Vertex): USA, Belgium

Grok 4 (fast, reasoning)

Test performance: varies by platform

Input Context Window: varies by configuration

Output Context Window: varies by configuration

Pricing (per 1M tokens): competitive pricing via Azure

Availability: Microsoft Azure Al, xAl API

Regional Availability (Microsoft Azure Al): USA, Brazil, Canada, France, Germany, ltaly,
Norway, Poland, Spain, Sweden, Switzerland, UK, Australia, Japan, Korea, UAE

e Recommendation: Use Microsoft Azure Al for enterprise deployments.

Gemini 2.5 Flash

Test performance: 7,127 tokens/s

Input Context Window: 1 million tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): Input $0.30, Output $2.50

Availability: Google Al Studio, Google Vertex Al

Regional Availability (Google Vertex): USA, Canada, Belgium, Finland, France,
Germany, Italy, Netherlands, Spain, UK, Japan, Korea

Gemini 2.0 Flash

Test performance: 6,286 tokens/s

Input Context Window: 1 million tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): Input $0.10, Output $0.40

Availability: Google Al Studio, Google Vertex Al

Regional Availability (Google Vertex): USA, Belgium, Finland, France, Italy, Netherlands,
Spain



Qwen 2.5 32B

Test performance: determined by hardware

Input Context Window: 129,024 tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): N/A if used on-premises

Availability: Amazon Bedrock, Hugging Face, Meta Al, SambaNova

Magistral Medium

Test performance: 4,709 tokens/s

Input Context Window: 40,000 tokens

Output Context Window: 8,192 tokens

Pricing (per 1M tokens): Input $2.00, Output $5.00
Availability: Mistral Al, Microsoft Azure probably soon

OpenAl GPT-4.1

Test performance: 538 tokens/s (Tier 1)

Input Context Window: 1 million tokens

Output Context Window: 32,768

Pricing (per 1M tokens): Input $2.00, Output $8.00

Rate Limits: Tier 2 recommended for OpenAl API

Availability: OpenAl API, Microsoft Azure

Recommendation: For enterprise deployments, consider using Microsoft Azure for
better rate limits and regional compliance options.

5.6. Regional Availability by Platform

The table below shows which models are available in which regions across enterprise-grade
platforms. This information is accurate as of publication but may change as providers expand
their offerings.

Amazon Bedrock

Model Available Regions

Claude Sonnet 4.5 Americas: USA

Europe: France, Germany, Ireland, Italy, Spain, Sweden,
Switzerland, UK

Asia-Pacific: Australia, Japan



Claude Sonnet 4 Americas: USA
Europe: France, Germany, Ireland, Italy, Spain, Sweden
Asia-Pacific: Australia, Japan, Korea

Middle East: Israel, UAE

Google Vertex Al

Model Available Regions

Gemini 2.5 Flash Americas: Canada, USA

Europe: Belgium, Finland, France, Germany, Italy,
Netherlands, Spain, UK

Asia-Pacific: Japan, Korea

Gemini 2.0 Flash Americas: USA

Europe: Belgium, Finland, France, Italy, Netherlands, Spain

Claude Sonnet 4.5 Americas: USA

Europe: Belgium

Claude Sonnet 4 Americas: USA

Europe: Belgium

Microsoft Azure Al

Model Available Regions

GPT-5 mini Americas: USA



Europe: Sweden, Switzerland, UK

Asia-Pacific: Australia, Japan, Korea

Grok 4 (fast) Americas: Brazil, Canada, USA

Europe: France, Germany, Italy, Norway, Poland, Spain,
Sweden, Switzerland, UK

Asia-Pacific: Australia, Japan, Korea

Middle East: UAE

Notes:

e Regional availability changes frequently. Always verify with your platform provider before
deployment.
Some regions may have different pricing or performance characteristics.
For GDPR compliance, European organizations should prioritize providers with
EU-based infrastructure.

e For PIPA compliance, South Korean organizations should ensure data processing meets
local residency requirements and consider regional hosting options.

5.7. Using Offline Al Models: Maximum Security with Local Processing

Aid4Mail offers seamless integration with on-premises Al models, providing a powerful solution
for organizations handling sensitive information or facing strict data sovereignty requirements.

Key Benefits

Complete Data Privacy: Keep all information within your security perimeter
Regulatory Compliance: Meet stringent legal standards for data handling
Consistent Performance: Avoid API rate limits and service disruptions
Cost Efficiency: Eliminate recurring token charges after initial setup

Implementation Process

Aid4Mail uses a JSON configuration file (AI-Config. json in the program folder under the
Data subfolder) to control model interactions. This flexible approach makes adding local models
remarkably straightforward. Our helpdesk team is available to assist clients with configuring this
file for offline use, ensuring a smooth transition to local processing.



Recommended Model

Our testing identified Qwen 2.5 32B as the top-performing model for email analysis. This
exceptional model is available for free local deployment through the Ollama API wrapper,
though you’ll need high-end equipment for optimal performance:

e Latest-generation CPU with 16+ cores
e NVIDIA A100 (80GB VRAM) or equivalent GPU
e 128GB system RAM

By implementing offline Al models with Aid4Mail, you gain advanced analytical capabilities while
maintaining absolute control over your sensitive email data—a critical advantage for forensics
and eDiscovery professionals working with confidential information.

5.8. Enterprise-Ready Alternatives to Offline Al

While Aid4Mail supports offline Al processing for maximum data privacy, it's important to
understand the high-end hardware requirements. Running large language models locally—such
as Mistral Small 3 (24B parameters)—typically requires a high-end GPU like the NVIDIA RTX
4090. However, even with such powerful hardware, inference speeds tend to be much lower
than those of native cloud-hosted models.

For example, local inference speeds may only reach around 150 tokens per second, which is
relatively slow compared to 4,000-7,000 tokens per second achieved by models hosted on
native Al platforms (like Google or Mistral.ai). This can result in noticeable delays when
analyzing emails in bulk.

Our latest findings strongly support the use of enterprise-grade platforms over direct provider
APls. We found that avoiding rate-limited plans from providers such as OpenAl and Anthropic
significantly improves the processing experience. Models like Claude Sonnet 4.5, Grok 4, and
Claude Sonnet 4 deliver excellent results when accessed through Amazon Bedrock, Google
Vertex Al, or Microsoft Azure Al, with better regional availability and fewer interruptions
compared to direct APl access. For many organizations, a third-party hosting platform like
Microsoft Azure offers a practical compromise. Azure provides access to high-performance
models (including GPT-5 and Grok) while meeting enterprise requirements for data residency,
compliance, and security. It delivers speeds and scalability closer to native APls, without the
complexity and performance limitations of local deployment.

Other enterprise-grade hosting platforms include Google Vertex Al and Amazon Bedrock. Like
Azure, these platforms support a range of high-performance models—such as Gemini, GPT,
and Claude—and provide secure, compliant environments with scalability and monitoring tools
suitable for eDiscovery and forensics workloads.

Whether you're using a local model, a native API, or a third-party host, Aid4Mail gives you full
control over your Al setup. If you're interested in deploying on Azure, Vertex Al, or Bedrock, we



can help you customize your AT-Config. json file to ensure full compatibility and
performance.

5.9. Optimization Recommendations

To maximize efficiency, reduce costs, and improve results when using Al features in Aid4Mail:

1.

Start with server-side Pre-Acquisition Filtering if you are collecting mail from online
service providers and Exchange servers. Select the appropriate date range, folders, and
keywords (if available). Download emails to your local hard drive using EML as your
target format and saving them with MD5 file names—filenames created using MD5 hash
of the email content, equivalent to EDRM Message Integrity Hashing (MIH) specification.
Leave out modern attachments at this stage.

Use Post-Acquisition Filtering on your local files to further narrow your data set.
Aid4Mail will only process emails that pass these filters through the subsequent stages,
including Al processing, saving time and reducing costs.

Include Cloud Attachments if you want to collect them for analysis. This happens after
Post-Acquisition Filtering and before Al processing, ensuring that only attachments from
relevant emails are collected.

Turn on Incremental Processing:

o Enable “Automatically record each email to allow incremental processing” in
Source settings.

o If processing is interrupted, use the “Incremental processing” option to resume
without reprocessing. Aid4Mail will continue from where it left off, regardless of
which stage was interrupted. Note that incremental processing is not available
when using pre-acquisition filtering.

Choose an appropriate Al Model for the task and make sure your Prompt is clearly
defined and highly relevant to your case. Test your configuration with a small sample
before processing large datasets to verify results and estimate costs.

In a single Aid4Mail run, these steps happen in sequence: Post-Acquisition Filtering identifies
relevant emails, cloud attachments are collected for those emails, and finally Al processing is
applied. With incremental processing enabled, Aid4Mail can resume from any point in this
sequence if interrupted.

5.10. What Data Is Sent to Al Providers?

When processing emails with Al, Aid4Mail sends a decoded UTF-8 plain-text version of the
email with a reduced header. This lowers data usage and reduces the chance of exceeding the
model’s context window. The email includes:

Essential Header Fields: Date, Subject, From, To, Cc, Bcc, Message-ID, status flags,
etc.
Attachment Names: The names of attachments without their content.



e Email Body: Converted to plain text (UTF-8 for multilingual support) with URLs
preserved.

e Attachments:
Aid4Mail allows you to specify the attachment data to include in Al analysis.
Text is extracted from word processing files, spreadsheets, presentations, and
PDFs.
Camera metadata is extracted from raw photo files, TIFFs, and JPEGs.
Cloud attachments, and files contained in archive attachments (ZIP, 7z, gz, etc.),
are included in the analysis.

o Attachments can have a big impact on token consumption (90% increase in

tests) and processing speed (15% slower in tests).

The amount of email data sent to the Al model depends on the size of its input context window.
If the email body alone exceeds the limit, it is truncated and no attachment data is included.
Otherwise, Aid4Mail prioritizes attachments in the following order to maximize essential data:

1. Photo metadata
2. Word processing documents, PDFs, plain text (TXT), and Markdown (MD) files
3. Spreadsheets, CSV, and presentation files.

5.11. Attachments: Strategic Inclusion for Maximum Value

Deciding whether to include attachment data requires a strategic approach based on your
investigation’s specific needs. Consider these case-specific scenarios to guide your decision:

e Email Attack Vectors: When identifying phishing or malware threats, focus on message
content and attachment names (always included in metadata). Full attachment text rarely
provides additional value.

e Digital Evidence Cases: For investigations involving non-consensual content
distribution, camera metadata (typically under 1 KB) can reveal crucial details like
capture time, location, and lighting conditions without significantly impacting token
consumption.

e Compliance and Litigation: In FOIA requests or cases involving political influence,
prioritize primary documents like word processor files and PDFs, which often contain the
most relevant evidence.

e Data Protection Incidents: For IP theft and data leakage investigations, include all
document types to ensure comprehensive coverage of potential breaches.

When including attachment data, set appropriate size limits to optimize processing efficiency
and control costs. A 700-page PDF manual attached to an email will consume substantial

tokens without necessarily adding investigative value. The “Attachment text size limit” setting
(detailed in Section 7.2) allows you to extract meaningful insights while preserving resources.

Understanding LLM Limitations with Large Inputs



It's also important to understand certain inherent limitations of Large Language Models (LLMs)
when processing very large amounts of text, such as emails combined with extensive
attachments. Models can sometimes struggle with the following:

e Recall degradation, meaning they may have difficulty accurately recalling or utilizing
information buried deep within a long input (the lost in the middle problem).

e Positional bias, potentially giving more weight to information at the very beginning or
end of the text.

e Complex reasoning tasks become more challenging for the model as the input size
dramatically increases.

These factors underscore why managing the amount of data sent for analysis, particularly from
large attachments, is crucial for achieving reliable results, even when using models with large
theoretical context windows.

Strategic Truncation — Balancing Accuracy and Completeness

Counterintuitively, strategically limiting the amount of text extracted from large attachments
using the “Attachment text size limit” setting might sometimes lead to more accurate results for
specific tasks. By removing potentially vast amounts of irrelevant ‘noise’ from oversized
attachments, truncation can help the Al focus on the core email content and the most pertinent
sections of the attachment, mitigating the recall and bias issues mentioned above.

However, this approach requires careful consideration: it's crucial to acknowledge that if the
essential information resides beyond the truncation point within the attachment, it will be
missed. Therefore, setting an appropriate text limit involves balancing the goal of optimizing Al
focus and performance, against the risk of excluding potentially critical data deep within large
files.

Recommended Text Size Limits by Context Window

Model Context Window Recommended Size

Limit
2,097,152 tokens 200 KB
=1 million tokens 150 KB
200,000 tokens 75 KB
128,000 tokens 50 KB
32,000 tokens 20 KB

These optimized limits ensure Al can determine document content and relevance while
maximizing processing speed and minimizing costs.



6. Getting Started: Setting Up Your Al Provider Account

Before using Aid4Mail’s Al features, you need an account and API key from a supported
provider. Here are links to each:

Anthropic: https://console.anthropic.com/
Google: https://aistudio.google.com/
Meta Al: https://www.llmapi.com/

Mistral Al: https://console.mistral.ai/

OpenAl: https://platform.openai.com/
xAl: https://docs.x.ai/

Follow each provider’s instructions to create an account, generate an API key, and manage
billing.

7. Configuring Aid4Mail for Al Processing: Step-by-Step
Instructions

7.1. Entering Your API Key

Open Aid4Mail.

Go to App Settings (under the “View” menu or the left-side toolbar).

Select the Al tab.

Enter your API key in the appropriate field for your provider (Anthropic, Google, Meta Al,
Mistral Al, OpenAl, or xAl).

honh =

7.2. Configuring Al Tasks (Filter, Classify, Analyze)

1. Open Aid4Mail.
2. Go to Project Settings (under the “View” menu or left-side toolbar).
3. Select the Al tab.

You'll see sections for Filter, Classify, and Analyze, each configured independently. In each of
these, you can:

1. Select an Al Model for which you’ve entered an API key. (Smaller models are often
faster and cheaper.)

2. Create or load a Prompt: Write your own prompt from scratch, or use an existing one
that you can customize with Al guidance.


https://console.anthropic.com/
https://aistudio.google.com/
https://www.llmapi.com/
https://console.mistral.ai/
https://platform.openai.com/
https://docs.x.ai/

o Select Open to access a library of pre-written prompts. If they are missing, their
installation may have been blocked by the Windows’ “Controlled folder access”
protection tool. In that case, look for the files in the “Al Prompts” subfolder of your
Aid4Mail program folder.

o After editing a prompt, use Verify to confirm it is valid. This uses the currently
selected Al model and will incur a small cost each time the feature is used. If
necessary, you can temporarily change the Al model for a more intelligent one for
better analysis.

o Optionally, Save your custom prompt so you can reuse it later.

3. Choose whether to Include attachment data, to be sent to the Al model along with the
email. You can include:

o Camera metadata from pictures.

o Plain text documents (TXT, MD, CSV).

o Text extracted from word processor documents, PDFs, spreadsheets, and
presentations.

In addition, in the Classify section, you can enter an optional List of categories:

e For open-ended classification, leave this empty.
e For restricted classification, enter a comma-separated list of categories.

In the Analyze section, you can specify the Maximum output tokens to be used in the Al
response.

Note that you only need to fill in the details for sections you will be making use of. For example,
if you will be using Al filtering then you need to ensure that the Filter section is complete.
However, you can ignore the Classify and Analyze sections (unless you will be making use of
them too).

Under the Options heading at the bottom of the screen, you can optimize attachment
processing by setting an Attachment text size limit. This critical control ensures efficient use
of Al resources by limiting the amount of text sent from each attachment. Even 20 KB of text
typically provides enough context for accurate analysis while preventing token waste on
oversized documents. Consider your model’s context window when setting this value:

e Leaving this field blank allows unlimited text but risks some attachments being excluded
if the combined data exceeds the model’s context window.
Setting an appropriate limit guarantees consistent processing across all attachments.
For investigations where attachment content is crucial, balance this setting with your
chosen model’s capabilities to ensure comprehensive coverage while controlling costs.

7.3 Creating Al Tasks

7.3.1 Creating Al Filter Tasks



1. Go to the Settings tab on the Sessions screen.
2. Under the Filter section, select “Enable Al filtering.”

When to Use Al Filtering

Al filtering is powerful but not always the best choice. Use it when you need to analyze an
email’s meaning or context rather than simple criteria.

Don’t use Al filtering for tasks easily handled by standard Aid4Mail search queries. Al is slower
and incurs costs; traditional filters are faster and free.

Inefficient Al Filtering Example:

Prompt: “Return ‘True’ if the email was sent between April and June 2024, and exchanged
between jane.doe@aid4mail.net and joe.doe@aid4mail.net. Return ‘False’ if not.”

This is better done with a standard Aid4Mail query:

Participants:(jane.doe@aid4mail.net AND joe.doe@aid4mail.net) AND
Sent>=2024-04 AND Sent<=2024-06

Efficient Al Filtering

Identifying emails discussing specific concepts expressed in multiple ways.
Determining an email’s sentiment or tone.

Identifying emails related to complex legal issues or potential wrongdoing.
Filtering on nuanced criteria that go beyond matching keywords or dates.

Reserve Al filtering for cases needing deeper comprehension.
7.3.2. Creating Al Classification Tasks

1. Go to the Settings tab on the Sessions screen.

2. Under Folder structure, select Use a template.

3. In Folder structure template, insert {Classify}. Folders named after classification
results will be created.

7.3.3. Creating Al Analysis Tasks
Al analysis is available for PDF, HTML, CSV, TSV, XML, and JSON output.

1. Go to the Settings tab on the Sessions screen.

2. Ensure the target format is PDF, HTML, CSV, TSV, XML, or JSON.

3. Above the Content configuration field (for XML and JSON), or Column configuration
field (for CSV and TSV), or Email header configuration field (for HTML and PDF),
select Add.



4. In the editor window, add Al.Analyze (and optionally Al.Classify) to the Selected Items.

5. Ensure other relevant fields (Subject, From, To, Date) have also been added, to create a
comprehensive output.

6. Save your selection.

7.4. Running Your Session

Once you've configured your Al tasks and session settings, click Run to start processing.
Aid4Mail sends the relevant data to your chosen Al provider(s) and applies the results according
to your settings.

7.5. Common Errors Explained

Invalid JSON response
This error occurs when the Al API returns a JSON response that does not match the expected
format. It is usually caused by a server-side issue.

Failed to extract response from schema
This happens when the Al API returns data in an unexpected format that does not conform to
the required structure. It is usually caused by a server-side issue.

HTTP 400: Bad Request

Usually occurs when the email data exceeds the Al model’s processing limit. To avoid triggering
this error, Aid4Mail truncates email data but, in rare cases, it may miscalculate the required size.
If you encounter this issue frequently, consider using an Al model with a larger context window.

HTTP 403: Forbidden

Either your credit balance has been used up, or the Al provider does not support your current
country, region, or territory. This restriction is based on geographic limitations set by the
provider. Consider using a different Al provider.

HTTP 500: API server error
The Al provider’s server encountered an internal error while processing your request. This is
usually temporary, and retrying the request later may resolve the issue.

HTTP 502: Bad Gateway
Generally occurs when the Al provider’s server is experiencing high demand or communication
issues with other services. It is typically a temporary problem, so waiting and retrying may help.

HTTP 503: Al engine overloaded
The Al provider’s servers are under heavy load and unable to process your request at the
moment. This is a temporary issue, and retrying after some time should resolve it.




8. Using Pre-Written Prompts in Aid4Mail

Aid4Mail includes a library of over 200 pre-written prompts for efficient Al-powered email
processing. They are organized by task (Filter, Classify, Analyze) and theme.

8.1. Accessing Pre-Written Prompts

N =

Go to Project Settings.

Click on the Al tab.

Find the Prompt field for your Al task.

Click Open above the Prompt field to see available prompts.

8.2. Prompt Library Themes

Digital Forensics (32 specialized themes including cybercrime, financial fraud, child
exploitation, crypto fraud, human trafficking, cybersecurity threats, and state-sponsored
espionage)

eDiscovery (20 litigation-focused themes covering antitrust, IP theft, harassment, insider
threats, M&A due diligence, whistleblower investigations, and regulatory compliance)
FOIA/Public Records (14 government-specific themes for environmental impact,
government misconduct, surveillance practices, lobbying influence, and public interest
matters)

8.3. Why Use Pre-Written Prompts?

Time Savings: Don'’t start from scratch.
Best Practices: These prompts follow Al interaction guidelines.
Targeted Scenarios: Quickly find prompts relevant to your tasks.

8.4. Customization Is Key

Review and Understand: Make sure the prompt’s logic matches your goals.
Customize: Refine prompts to suit your specific project. Be as precise as possible.
Test and Refine: After customizing, verify and test on a small sample.

You can also create your own prompts and add them to your library if needed.

9. Troubleshooting and Best Practices

API Key Errors: Make sure your API key is correct and active, with sufficient credits.
Prompt Errors: Use “Verify” to check for invalid prompts.
Rate Limits: Keep an eye on your provider’s rate limits.



Speed: Al processing speed can vary significantly depending on the time of the day. Aim
for a time when the APl is less busy and Internet bandwidth is less impacted.

Context Window Limits: Use a model with a larger context window if needed. Avoid
including attachment data with models that have a small context window.

Output Errors: If output isn’t as expected, review your content configuration (for
Analyze tasks) or folder structure (for Classify tasks).

Start Small: Test with a small set of emails before moving to large-scale processing.
Experiment: Prompt quality greatly affects Al effectiveness.

10. Legal Considerations for Al-Powered Email Analysis
in Aid4Mail

Sending data to Al providers (Anthropic, Google, Meta Al, Mistral Al, OpenAl, xAl) raises
privacy and data protection issues, especially for sensitive investigations.

10.1. Key Principles (Regardless of Location)

Data Minimization: Only process the minimum personal data required. Use Aid4Mail’s
Pre-Acquisition and Post-Acquisition Filtering to reduce data volumes.

Purpose Limitation: Use processed data only for your defined investigation purposes.
Data Security: Aid4Mail and Al providers employ security measures, but you must
protect data under your control.

Data Retention: Delete or anonymize data when it's no longer needed.

Accuracy: Ensure data is accurate.

Chain of Custody: Maintain a clear chain of custody, as you normally would.

10.2. Specific Considerations for European Users (GDPR)

Lawful Basis: You must have a GDPR-compliant basis, like “legitimate interests” or a
“legal obligation.” Document this basis.

Data Processing Agreement (DPA): You’re responsible for ensuring a DPA is in place
with the Al provider.

International Data Transfers: Use a platform that hosts Al models within the EEA, such
as Mistral Al or enterprise deployments of Microsoft Azure, Google Vertex Al, Amazon
Bedrock, and Hugging Face (with EEA-region configuration). Otherwise, use valid
mechanisms such as the EU Standard Contractual Clauses (SCCs) or the UK
Addendum. Consult legal counsel for details.

Transparency: Requirements may vary depending on the legal basis used.

10.3. Specific Considerations for US Users



e Patchwork of Laws: Federal and state laws (HIPAA, COPPA, CCPA/CPRA, etc.) may
apply.

e Section 702 of FISA: Organizations should consider potential implications if data may
have been collected under this law.

e Stored Communications Act (SCA): Understand obligations when accessing stored
electronic communications.

10.4. Recommendations for All Users

Minimize Data: Use Aid4Mail filtering to limit what is sent.
Consult Legal Counsel: Always verify your approach with privacy and forensics
experts.

e Document Everything: Record your legal basis, data transfer mechanisms, and any
risk assessments.
Review Provider Terms: Check your Al provider’s terms of service and privacy policies.
Stay Updated: Data protection laws frequently evolve.

Disclaimer: This information is general guidance only and not legal advice. You must consult
legal professionals to ensure compliance.

This guide provides a solid foundation for using Aid4Mail’s Al integration. By following these
steps and best practices, you can harness the power of Al to improve email processing
efficiency and accuracy.

Information in this document is accurate at the time of publication on October 31, 2025
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