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Step 1

Download the Aid4Mail Remote Authenticator app for Windows from www.aid4mail.com/aid4mail-remote-authenticator.html

Ste p 2 Aid4Mail Remote Authenticator <

License Agreement
:!:n:;ead the following End User License Agreement. You must accept all of its terms before you can start using
. . . . . . Remote Authenticator.
No installation is required, all that is needed is to launch the app
AIDAMAIL REMOTE AUTHENTICATOR END USER LICENSE AGREEMENT @
This End User License Agreement (“Agreement”), governs the terms and conditions of
AiddMail-Remote-Authenticator.exe your access and use of the Aid4Mail Remote i ( ), and is

made between you and Fookes Software Ltd, La Petite Fin 27, 1637 Charmey, Switzerland
(“Fookes Software”).

By clicking the “I accept the Agreement” button on this screen, you confirm your

. acceptance of, and agree to be bound by, this Agreement and that you are authorized to
Then read and accept the Agreement (EULA) and click Next. scrent thie for all ather icere nf thic inctallatinn (and ara nhlinerd n mata
(@1 accept the Agreement

(O1do not accept the Agreement

[ [ o

Ste p 3 Aid4Mail Remote Authenticator <

A start screen will appear. Aid4Mail Remote Authenticator

Input your email address and click Start. With i tool you can reate an authenication token that enables another prson t temporardy access you emad
account without your having to reveal your password. Note that when using an OAuth2 login, you can revoke this access
at any time from within your account settings.

Email account to authenticate or configure:

Step 4
If you have a Microsoft account (Office 365, Hotmail, Outlook.com, etc.), click here

or go to Page 2

If you have a Gmail, G Suite, Yahoo! or other IMAP email account, click here
or go to Page 3
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For Microsoft accounts (Office 365, Hotmail, Outlook.com, etc.)

Step 5

If you are logged-in to your account with your default web browser, the token is automatically generated.

If not, you will be prompted to log-in to your account, after which the token will automatically be generated.

Step 6

You will be prompted to save the token to your local PC. Save it and close the window.

Aid4Mail Remote Authenticator X Aid4Mail Remote Authenticator X
Aid4Mail Remote Authenticator Aid4Mail Remote Authenticator
Authentication Successful Token Saved
Your email account was successfully authenticated. Click the button below to save your authentication token to a file on
your computer. You can now share your authentication token file as needed. It is available here:
C: \Users \User\Des| fookes @outlook.com.Microsoft. a
s o=

Step 7

Add the token to a Zip file and send it via email to the person requesting it.

Have Questions?

Check out the FAQs on page 4 or contact us directly at: helpdesk@fookes.net

Worried about the security of the OAuth 2.0 token?

Don’t be! The token is protected using three different security measures:

1. Aid4Mail Remote Authenticator uses the industry standard secure OAuth 2.0 authorization protocol.

2. Each token is encrypted and can only be decrypted by Aid4Mail internally. This means no unauthorized person can discover
your login details.

3. You can revoke the token’s access to your mail account at any time from within the webmail account settings.
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For Gmail, Yahoo! and other IMAP email accounts

Ste p 5 Aid4Mail Remote Authenticator X

When you reach this screen, check that your username and server Aid4Mail Remote Authenticator
name are correct and modify if necessary.
Fill-in your IMAP settings for aid4mail@gmail.com

password:
] [Requred |

Then fill-in your password.

Port:
| o2 |

[ set token expiry date

Back Save.
Ste p 6 Aid4Mail Remote Authenticator %
Option: You can set a token expiry date by clicking the checkbox and Aid4Mail Remote Authenticator

selecting the date on which you want the token to expire.
Fill-in your IMAP settings for aid4mail@gmail.com

Username: Password:

. s September 2020 ,
adémai@gmal.com cessssesssseeernes
Click Save to save the token. [ /| o
Server name: Port:
[imap.gmat.com | [os3 ]
[ set token expiry date » 28 20 [307 1 - Zg ZZ,
[ 5 6 7 8 9 10 N
Back [ Today: 25/09/2020

Step 7

Add the token to a Zip file and send it via email to the person requesting it.

Have Questions?

Check out the FAQs on page 4 or contact us directly at: helpdesk@fookes.net

Worried about the security of the IMAP token?

Don’t be! The token is protected using two robust security measures:

1. Your account password is encrypted and can only be decrypt by Aid4Mail internally, meaning no unauthorized person can
discover your password.

2. The Expiry Date is protected and cannot be modified in any way. If it is, the token will not work.
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FAQs

Authentication fails while | am creating a token

Aid4Mail Remote Authenticator may have timed-out. You will see a warning popup if this happens. If it has, you will need to

start the process again.

| created the token, but the Aid4Mail user is not able to access my Gmail / Yahoo! / IMAP account

This can happen for multiple reasons:

1. Your email account is not allowing Aid4Mail to connect. For example, you do not have "Allow less secure apps" turned on.

2. The token has expired. You can check a token’s expiration date by opening it in a text editor.

Have Questions?

Contact us directly at: helpdesk@fookes.net

Want to learn more about Aid4Mail?

You can learn more about Aid4Mail at www.aid4mail.com
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