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Python Scripts in Aid4Mail—A
Practitioner’s Guide

For digital forensics and eDiscovery professionals

Why Python Scripts Matter for Your Investigations

Standard forensic workflows handle most cases effectively, but specialized requirements
inevitably arise: a review platform demands a proprietary load-file format, opposing counsel
requests targeted redaction, a regulatory audit requires entity cataloging across thousands
of emails, or early case assessment needs communication-pattern analysis before review
begins.

Aid4Mail Investigator and Enterprise include a Python scripting capability that extends the
software far beyond its built-in features. As a forensic or eDiscovery practitioner, you do not
need to understand Python or write any code to benefit from this capability. Aid4Mail ships
with a library of production-ready scripts, each configurable through a simple settings file and
documented in its own PDF guide.

When the bundled scripts do not cover a particular need, Fookes Software’s public GPT
assistant can generate a custom script from a plain-English description of what you need—
no programming knowledge required.

What Scripts Can Do for You

Custom filtering. Isolate emails matching investigation-specific patterns that standard
search operators cannot express, such as data-exfiltration signatures, policy-violation
indicators, or organization-specific criteria.

Structured reporting and load files. Generate manifests, CSV reports, JSON exports, or
industry-standard DAT and OPT load files in the exact format your review platform or internal
system requires.

Automated redaction and sanitization. Remove or anonymize personally identifiable
information (PII), privileged content, or classified material automatically during processing,
with an audit trail.

Entity extraction and cataloging. Identify and catalog financial identifiers, personal data,
technical indicators, and other structured entities across an entire email collection.

Communication analysis. Build relationship maps, communication timelines, and activity
summaries that reveal patterns, anomalies, and after-hours activity during early case
assessment.

Evidence integrity. Produce cryptographic integrity manifests with hashes, timestamps, and
optional signatures for chain-of-custody documentation.
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Al-enhanced workflows. Combine rule-based script logic with Aid4Mail’s Al classification
and analysis results in a single processing pass, so emails are triaged automatically as they
are processed.

Installing Python on Windows

To run Python scripts, you need to install Python on your computer. Aid4Mail supports
Python 3 (any 3.x release).

Why Two Versions May Be Needed

Aid4Mail includes both 32-bit and 64-bit processing engines and automatically selects one
based on your optimization settings (found in App settings > Advanced) and, for sessions
that require MAPI (such as reading directly from Outlook), on whether your Outlook is 32-bit
or 64-bit. The Python installation must match the engine’s architecture. Running a script with
the wrong version produces an error.

The safest approach is to install both the 32-bit and 64-bit versions of Python into separate
folders.

Step-by-Step Installation
1. Go to the Python Windows downloads page.

2. Download two installers:
o 32-bit version—listed as Windows installer (32-bit).
o 64-bit version—listed as Windows installer (64-bit).

3. Do not download the Windows installer (ARM64) build; it matches neither Aid4Mail
engine.

4. Run each installer. When prompted, choose custom installation and install each
version into its own clearly named folder (for example, C:\Python3-32 and
C:\Python3-64).

5. In Aid4Mail, go to App settings > Advanced > Python installation folders and
specify the folder locations for each version.

Aid4Mail will then automatically use the correct Python version for each session.

The Bundled Script Library

Aid4Mail ships with ten production-ready scripts covering the most common forensic,
eDiscovery, security, and compliance scenarios. Each script is immediately usable without
modification and includes a dedicated PDF user guide.

Accessing a Script’s Documentation
To view the guide for any bundled script:
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1. Select the script in the Python modifier script or Custom script filtering (Python) drop-
down list.

Click the Info button.

The script’s PDF user guide opens, describing its purpose, configuration options, and
expected output.

Available Scripts

Forensic and Security

Attachment Risk Scoring (filtering script)—Calculates weighted risk scores for each email
based on attachment characteristics associated with malware, phishing, or policy violations.
Use this to prioritize review of potentially dangerous messages or to filter a collection down
to high-risk items.

Email Authentication Verification (filtering script)—Analyzes SPF, DKIM, and DMARC
authentication results to assess whether each email is authentic. Use this to identify
potentially spoofed or forged messages in a collection.

Evidence Integrity Verification (modifier script)}—Produces cryptographic integrity
manifests containing hashes, timestamps, and optional digital signatures. Use this for chain-
of-custody documentation and to demonstrate that evidence has not been altered.

Language Anomaly Detection (filtering script)}—Flags emails exhibiting linguistic patterns
commonly associated with phishing, business email compromise (BEC), or social-
engineering attacks. Uses weighted heuristic scoring to surface suspicious communications
for review.

eDiscovery

Concordance Load File Generator (modifier script)—Generates industry-standard DAT
and OPT load files for importing email data into Concordance, Summation, and compatible
litigation review platforms.

Extract and Catalogue Structured Entities (modifier script)—Identifies and catalogs
structured entities—financial identifiers, personal data, technical indicators—found within
email content. Can optionally organize emails into folders based on detected entity types.

Relationship Mapper (modifier script)—Generates graph data representing communication
networks. The output is suitable for import into visualization and link-analysis tools to reveal
communication patterns and key participants.

Compliance and Privacy

Email Content Sanitizer (modifier script)}—Removes or anonymizes sensitive content for
disclosure, privacy compliance, or controlled evidence sharing, while maintaining an audit
trail.

Language and Region Tagger (modifier script)}—Detects the primary language of each
email and organizes messages into language-specific folders, with optional regional-variant
detection. Useful for multilingual collections requiring language-based review assignment.

Page 50of 12 + www.aid4mail.com




Aid4Mail User Guide | © 2026 Fookes Holding Ltd

Case Assessment

Timeline Activity Summary (filtering script)—Produces aggregated reports revealing
temporal communication patterns, anomalies, after-hours activity, and dataset composition.
Ideal for early case assessment when you need a rapid overview of a collection’s
characteristics before committing to full review.

Configuring Script Behavior

Bundled scripts are designed to work out of the box, but most offer adjustable settings—date
ranges, keyword lists, scoring thresholds, output paths, and similar parameters—so you can
tailor their behavior to each case.

All script settings are stored in a single shared file called SscriptSettings.ini. You do not
need to open or modify any Python code. Instead, you adjust plain-text settings in this file.

Where to Find the Settings File
The settings file is located at:

C:\Users\{YourUsername}\AppData\Roaming\Aid4Mail6\Scripts\ScriptSettings.ini

You can open it in any text editor (Notepad works fine). Each script has its own clearly
labeled section, and each setting includes a descriptive name. The PDF user guide for each
script documents the available settings and their default values.

Example
A section for the Attachment Risk Scoring script might look like this:

[attachment_risk_score.flt.py]
RISK_THRESHOLD=50
FILTER_MODE=INCLUDE
CREATE_RISK_REPORT=True
LOG_ALL_SCORES=True

To change the risk threshold for a particular case, you would simply change the number after
RISK_THRESHOLD= and save the file. The same script can then be reused across different
cases by adjusting these parameters—no code changes required.

Running a Script in Aid4Mail

Selecting a Script
Aid4Mail supports two script roles, each appearing in a separate drop-down list:
* Filtering scripts appear in the Custom script filtering (Python) drop-down in your

filter settings. These are used for custom inclusion/exclusion logic, data extraction,
report generation, and read-only analysis.
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» Modifier scripts appear in the Python modifier script drop-down in your target
settings. These are used when the goal is to change email content, redact
information, or reorganize folder structures.

Which role you need depends on the task. A filtering script examines emails, applies custom
inclusion/exclusion logic, and produces output such as reports, without changing the emails.
Only a filter script can exclude an email from the export as part of normal processing, without
raising an error. A modifier script is required when you need to change email content
(redaction or sanitization) or reorganize the exported messages into folders.

Running Your Session
1. Configure your Aid4Mail session as usual (source, target, filters, etc.).
2. Select the desired script from the appropriate drop-down list.
3. If needed, adjust the script’s settings in ScriptSettings.ini.
4

Click the Info button to review the script’s documentation and confirm it matches your
needs.

5. Run the session.

The script executes automatically during processing. Depending on the script, output files
(reports, load files, manifests) are saved to the session’s data folder alongside the exported
emails.

Using Two Scripts Together

Each session can run one filtering script and one modifier script simultaneously, but not two
filtering scripts or two modifier scripts. For example, you might run the Timeline Activity
Summary filtering script to produce a summary of communication patterns for early case
assessment while running the Email Content Sanitizer modifier script to redact Pll from the
exported emails. Both scripts run in the same session, processing each email at the MIME
event (see When Scripts Run).

What to Expect from Script Output
Script output varies by purpose, but you can generally expect:
* Report files (CSV, JSON, TXT) containing extracted data, scores, or analysis
results, saved to the session’s data folder.
* Load files (DAT, OPT) ready for import into review platforms.

* Integrity manifests containing cryptographic hashes and timestamps for chain-of-
custody documentation.

+ Graph data files suitable for import into link-analysis or visualization tools.

* Reorganized email collections where messages are sorted into folders based on
language, entity type, risk level, or other criteria.

+ Modified emails with redacted or anonymized content, when using a modifier script.
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When Al features are not in use, script output is deterministic: running the same script with
the same settings on the same data produces identical results, which supports defensibility
and repeatability in forensic workflows. Two situations break this guarantee. A script that
reads Aid4Mail’s Al classification or analysis results inherits their variability—those results
can differ slightly between runs for borderline emails. A session that uses Al filtering can
admit a slightly different set of emails between runs, so output that depends on which emails
are present may also differ. The bundled scripts do not read Al results, so a workflow built on
them is deterministic unless Al filtering is enabled.

Creating Custom Scripts with the GPT Assistant

When the bundled scripts do not cover your specific need, you can request a custom script
using Fookes Software’s public GPT assistant:

Aid4Mail Python Script Generator

This Al assistant, available through OpenAl's ChatGPT platform, is trained specifically on
Aid4Mail’s scripting framework and forensic requirements. It understands what data Aid4Mail
makes available, how scripts interact with the processing pipeline, and what output formats
are supported.

How It Works
1. Open the GPT assistant link above (a free or paid ChatGPT account is required).
2. Describe what you need in plain English. For example:

o "Create a script that extracts all emails containing credit card numbers and
writes them to a CSV report with the sender, date, and matched pattern.”

o "I need a filtering script that flags emails sent outside business hours (before
7 AM or after 7 PM) and writes a summary report at the end.”

o "Generate a modifier script that redacts all Social Security numbers from
email bodies before export.”

3. The assistant generates a complete Python script.

4. Copy the generated script to your clipboard, then add it to Aid4Mail with the Add
button above the drop-down that matches the script’s role—Custom script filtering
(Python) for a filtering script, or Python modifier script for a modifier. This opens the
built-in editor for you to paste the script in and save. (See Adding a Custom Script to
Aid4Mail for full details, including importing a script you have saved as a file.)

What This Means in Practice

Adapting a forensic tool to a case-specific requirement has traditionally meant working within
its fixed feature set or commissioning custom development. Aid4Mail's combination of a well-
documented scripting framework and an Al assistant trained on that framework means that
any practitioner—regardless of programming experience—can create tailored automation for
case-specific needs as they arise.
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This is particularly valuable for:

* One-off investigative requirements where building a permanent feature is not
justified.
* Tight deadlines where waiting for development support is not an option.

+ Iterative refinement where you can describe an adjustment to the GPT assistant
and receive an updated script immediately.

+ Organization-specific workflows that reflect your internal processes, naming
conventions, or reporting requirements.

Reviewing and Testing Generated Scripts

The GPT assistant is a helpful starting point, not a guarantee of correct results. Just as Al
can make mistakes when it writes text, it can make mistakes when it writes a script: the
script may do something slightly different from what you asked, miss cases you had in mind,
include or exclude emails you did not intend, or stop with an error.

You do not need to be able to read the script to use it responsibly—but you do need to check
what it produces. Because the script does the work for you, the safest way to judge it is by
its results rather than its code:

* Always work on a copy of your data. Never run a generated script against your
only copy of the evidence. This matters most for modifier scripts, which change the
content of emails (for example, redacting information): a mistake could alter or
remove more than you intended, and you want the original to remain untouched.

* Test on a small set where you already know the answer. Run the script on a
handful of emails you have looked at yourself, so you can compare what it did
against what you expected.

« Check both what it kept and what it left out. For a filtering script, open some of the
emails it selected to confirm they really match your criteria, and—just as important—
open some it did not select to confirm none of them should have been included. A
script that quietly leaves out relevant emails is the easiest kind of mistake to miss.

» For a modifier script, compare before and after. Look at the same emails before
and after the script runs, and confirm both that the change you wanted happened and
that nothing else was changed by accident.

*  Watch the numbers. If a script returns far more or far fewer results than you would
expect, treat that as a sign that something may be wrong, not as a result to trust.

For anything that will be relied upon in an investigation, in eDiscovery, or in any other
situation where the outcome matters, two further steps are worth taking. First, have the
script’s logic checked by someone who can read Python—for example, a developer
colleague—since some mistakes cannot be caught by looking at results alone. Second,
document the testing you carried out, so that your process can be explained and reproduced
later.

In short, let the assistant save you time, but treat every script it writes as a draft to be tested
and confirmed before you rely on it.
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Adding a Custom Script to Aid4Mail

However you obtain a custom script—from the GPT assistant, a colleague, or Fookes
Software support—you add it to Aid4Mail using the buttons above the Custom script filtering
(Python) and Python modifier script drop-down lists. There are two ways to do this,
depending on whether you have the script as text or as a saved file.

If you have the script as text (for example, copied to your clipboard from the GPT
assistant):

1. Click Add above the drop-down for the role you need—Custom script filtering
(Python) for a filtering script, or Python modifier script for a modifier. This opens
Aid4Mail’s built-in editor.

Paste the script into the editor.

Save the script. Because you used the Add button for that drop-down, Aid4Mail
automatically applies the matching extension—. f1t. py for a filtering script, .mod.py
for a modifier—then adds it to its Scripts folder and lists it in the drop-down.

If you have the script as a saved file (for example, from a colleague or support):
1. Confirm the file uses the correct extension—. f1t.py for a filtering script, .mod.py for
a modifier.
Click Import above the matching drop-down.

Select the script file. Aid4dMail copies it into its Scripts folder and lists it in the drop-
down.

To review or change a script you have already added, select it in the drop-down and click
Edit to open it in the built-in editor.

A script you have added is ready to use in any future session. Before relying on a custom
script in casework, run it against a representative sample and confirm its output, the same
way you would validate any new tool in a defensible workflow.

Key Concepts for Practitioners

Defensibility and Repeatability

Every bundled script produces auditable output. When Al filtering is not in use, that output is
also deterministic, because the bundled scripts do not read Al results: the same inputs and
settings yield the same results. Scripts can be versioned, and the ScriptSettings.ini file
provides a clear record of the parameters used for each case. Together with Aid4Mail’s
processing logs, this supports defensible workflows where you can demonstrate exactly how
data was processed, filtered, and transformed.
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Two Script Types

You do not need to follow the technical distinction in detail, but two capabilities are exclusive
to one role each:

* Only a modifier script can change email content (for example, redaction or
sanitization) or set the exported file or folder name.

* Only afilter script can exclude an email from the export as part of normal
processing, without raising an error.

Apart from these two capabilities, filter and modifier scripts can perform the same kinds of
work: reading any email data (including Al results), generating reports, load files, manifests,
and graph data, and accumulating statistics across a collection. The practical difference is
where each role runs in the processing pipeline. A filter runs earlier, before the set of
exported emails is final, which is why only a filter can drop an email. A modifier runs later, on
the messages that will be exported, which is why only a modifier can change their content or
location.

Because of this, a script’s role is not dictated by what it produces. Several bundled scripts
that only generate output files—the Concordance Load File Generator, Evidence Integrity
Verification, and Relationship Mapper—ship as modifier scripts. Select each bundled script
from the drop-down where it appears rather than inferring its role from its output.

When Scripts Run
Filter and modifier scripts can run at four points during a session, not just once per email:

Event ‘ When it fires Typical use

Initialize Session start Load settings, set up counters, open output files
Folder Each new source folder Folder-level logic and tracking

MIME Each email Main per-email processing

Finalize Session end Write summary reports, close files

Most logic runs at the MIME event, once per email. A script runs at the other three events
only if it uses the event variable; a script that does not runs at the MIME event only. The
bundled scripts use all four events—to set up before processing, react to folder changes,
and produce end-of-run summaries. Aid4Mail’s Al classification and analysis results are
available only at the MIME event.

Collection-Wide Analysis

Unlike simple per-email rules, scripts can track information across an entire email collection.
This enables workflows such as building communication timelines, flagging statistical
anomalies, aggregating data for early case assessment, and generating end-of-run summary
reports—tasks that would otherwise require manual post-processing or external tooling. A
script does this by accumulating per-email results during the MIME event and writing the
summary at Finalize. This accumulated state lasts for the duration of the run and resets at
the start of the next session; it is not saved to disk between runs.
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Integration with Al Features

When Aid4Mail’s Al classification or analysis is enabled, scripts can access those results
and combine them with rule-based logic. For example, a script could filter emails that the Al
classified as "Privileged" and that also contain specific entity types—all in a single
processing pass. Reading an Al result in a script triggers a billable call to your Al provider
the first time that result is accessed for an email; the result is then reused for that email at no
additional cost. Where cost matters, have custom scripts evaluate cheaper signals first and
read Al results only when required.

This guide covers the practical use of Python scripts in Aid4Mail for forensic and eDiscovery
professionals. For the complete technical scripting reference, consult the full Python Scripts
in Aid4Mail User Guide. For general Aid4Mail documentation, consult the official Aid4Mail
user guide.

Date of publication: June 23, 2026.
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