Setting up Google API credentials

Navigation: User interface > Aid4Mail Authenticator >

Setting up Google API credentials

Instructions:
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1. Log into the Google developers website using your Gmail or G Suite account details. It will look

something like this:

& Dashboard — APls & Services —

API APIs & Services

«»  Dashboard

i Library

o= Credentials

H4 O4uth consent screen
Domain verification

S Page usage agreements

<l

x

+

= Go gle Select a project - Q,  Search for APls and Serv

Dashboard

@  Toview this page, select a project.

<« (&) 8@ console.developers.google.com/projectselector2/apis/dashboard?supportedpurview=project
H Your free trial is waiting: activate now to get 5300 credit to explore Google Cloud products. Learn more

ices

2. Select CREATE PROJECT at the top-right of the page.

= O

e » O

e a

CREATE PROJECT
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= = 5] X
& Dashboard - APls & Services - - X -+

- |5 8 console.developers.google.com/projectselector?/apis/dashboard?supportedpurview=project h*d » e
i-i Your free trial is waiting activate now to get 5300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE
= Go gle APls  select a project w Q h for APls and Services - @ A H ;

API APIs & Services Dashboard

«%  Dashboard

CREATE PROJECT

i ] To view this page, select a project.

i Library

o Credentials

¥ OAuth consent screen
Domain verification

Sa Page usage agreements

3. Enter a project name (for example Aid4Mail), leave Location set to No organization and select the
CREATE button. It may take a few seconds for the project to be created.

; = O X
G MNew Project - Google APl Consc X +
& (&) 8 console.developers.google.com/projectcreate?previousPage=%2Fapis%2Fcredentials¥%2Fwizard%3Fproject...  ¥r o » e
= Go gle APls Q  Search for APIs and Services - i @ @ H a

New Project

You have 9 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
Aidamail 2]

Project ID: aid4mail-281417. It cannot be changed later. EDIT

Location *
M No organization

Parent d iiZation or folder

CANCEL

4. Select ENABLE APIS AND SERVICES at the top of the next page.

BROWSE
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: : — O X
& APls & Services — APls & Service: X +
& (&) 8 console.developers.google.com/apis/dashboard?organizationld=0&project=aiddmail-281421 % O B e
= Google APIs g Aidamal v Q. Search for APIs and Services - E @ @ H a
API APIs & Services APls & Services
«$»  Dashboard
You don't have any APIs available to use yet. To get started, click “Enable APIs and services” or go to the
i1 Library AP librai
O~ Credentials
Hd Oauth consent screen
Domain verification
Sa Page usage agreements
<l

5. Enter Gmail into the search bar.

z : = - [E x
G APl Library - Aid4Mail - Google -+ X +
— c 8 console.developers.google.com/apis/library?organizationld=08&project=aid4mail-281421 W [ #» e
= Go gle APls % piddMail - Q,  Search for APIs and Services - E @ @ H a
— 'y
& API Library
. .
Welcome to the API Library &
The API Library has documentation, links, and a smart search experience.
. Q, [searchfor APlS&S@
Filter by Maps VIEW ALL (17)
VISIBILITY —
< 3
Public (287)
Private (2) Maps SDK for Android Maps SDK for i0S
Google Google o
6. Select the Gmail API.
1/21/2021
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G APl Library - AiddMail - Google /- X + B
- |5 8 console.developers.google.com/apis/library?organizationld=08&project=aid4mail-2814218&0q=Gmail “t U B e
= Google APls s aidamail w Q  Search for APls and Services - % o @ H ;
& Search Q. Gmail X
Filter by 1 result
CATEOOHY Gmail API
Envail (1) Google
Flexible, RESTful access to the user's inbox
G Suite (1)
7. Once the Gmail APl loads, select ENABLE.
& Gmail APl - APIs & Services — Aic X -+ - = 2
— c @ console.developers.google.com/apis/library/gmail.googleapis.com?q=Gmail&id=869e4b9c-0dad-4cbe-8b8.. ¥ [0 MW e
= Go gle APls %o Aidamail « Q,  Search for APls and Services - % 0 @ H a
é
Gmail API
Google
Flexible, RESTful access to the user's inbox
TRY THIS APl (2
OVERVIEW DOCUMENTATION SUPPORT
8. Select CREATE CREDENTIALS at the top of the next page.
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= O X
& Overview — APls & Services — Aic X +
& (&) 8@ console.developers.google.com/apis/api/gmail.googleapis.com/overview?project=aid4mail-28 1421 % O B e
= Google 2o Aid4Mall - Q_ Search for APIs and Services v i 0 @ ;
M APIs & Services Overview B DISABLE API
Gmail API

- :
Ijl  overview

o To use this ABLuyol may need credentials. Click 'Create credentials’ to get started.
@  Metrics
CREATE CREDENTIALS
=] Quotas

o-  Credentials #i Traffic by response code

Request/sec (2 hr average)

ame

< bgleapis.com

9. Under Which API are you using?, select Gmail API.

Under Where will you be calling the API from?, select Other Ul (e.g. Windows, CLI tool).
Under What data will you be accessing?, select User data.
Finally, select the What credentials do | need? button.
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& Credentials wizard - AiddMail - © X +

« > C & console.developers.google.com/apis/credentials/wizard?project=aid4mail-281421
pers.goog P proj

= Google APIs g Aidamal v Q  Search for APIs and Services

[a]
»
o

API APIs & Services Credentials

© Deshioend Add credentials to your project

1 Librar ) i .
Al X 1 Find out what kind of credentials you need
We'll help you set up the correct credentials
If you wish you can skip this step and create an API key, client ID, or
service account

O~ Credentials

Hd Oauth consent screen
‘Which API are you using?

Domain verification Different APIs use different auth platforms and some credentials can

cpastactad to only call certain APIls.
= Page usage agreements @ T

Where will you be calling the API from?
Credentials can be restricted using details of the context from which

they're ials are unsafe to use in certain contexts.
Other Ul (e.g. Windows, CLI tool) -

What data will you be accessing?
Different credentials are required to authorize access depending on

s = 2t you request.
(@) User data

#P¥'Celonging to a Google user, with their permission

Application data
Access data belonging 1o your own application

<l Cancel

10.Select SET UP CONSENT SCREEN at the bottom-right of the overlay that appears.

& Credentials wizard - AiddMail - © X +

€« > C @ console.developers.google.com/apis/credentials/wizard?project=aid4mail-281421
pers.goog P proj

Set up OAuth consent screen

Before you can create an OAuth client ID, you must set up an OAuth consent
screen to let users know who is requesting access to their data.

After you set up a consent screen, return to this page and refresh to create an
OAuth client ID.

[a]
»
®
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11.A new browser window will open, presenting two UserType options: Internal or External. If your
organization has a GSuite subscription, and you will only be using Aid4Mail to process accounts
within your organization's domain, then select Internal. If you have a regular Gmail account or
plan to process accounts outside of your organization's domain, select External. Once you've
chosen, select the CREATE button.

- O ®
& Credentials wizard - Aid4Mail - C X & OQAuth consent screen —APIs & © X +
c @ console.developers.google.com/apis/credentials/consent?project=inspiring-lens-2814218&folder=&organiz... ¥¢ » e

= Google o AiddMall + Q,  Search for APIs and Services - i @ O H ;
API APIs & Services OAuth consent screen

¢+  Dashboard Choose how you want to configure and register your app, including your

o target users. You can only associate one app with your project.

w  Library

o Credentials User Type

) Internal @
e OAuth consent screen

Only available to users within your organization. You will not need to

Domain verfication submit your app for verification.
Sp  Page usage agreements @® External @

Available to any user with a Google Account.

<

12.0n the OAuth consent screen, enter Aid4Mail as your Application name and select your email
address under Support email. Then select the Save button at the bottom of the page.
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& Credentials wizard - Aidd4Mail - C X G
b3 c

= Google APIs g Aidamal v

API APIs & Services

<%  Dashboard

EE

Library

O~ Credentials

H Oauth consent screen

Domain verification

S Page usage agreements

<l

Consent screen - AiddMail - Goo X +

@ console.developers.google.com/apis/credentials/consent/edit?newApplinternalUser=false@project=inspirin...  ¥r

Q,  Search for APIs and Services

OAuth consent screen

Eefore your users authenticate, this consent screen will allow them to choose
whether they want to grant access to their private data, as well as give them a link
to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.

Verification status
Mot published

Application name
Th = of the app asking for consent

AidaMail

Application logo
An image on the consent screen that

jill help users recognize your app

Local file for upload Browse
Support email
Shown onthe consent screen for user support
-

mary@aid4mail.com

Scopes for Google APls
Scopes allow your application 1o access your user's private data. Learn more

If you add a sens
y your consent screen before it's published.

Google v

email

profile

openid

Add scope

Authorized domains

To pretect you and your users, Google only allows applicaticns that authenticate using
DAuth to use Authorzed Domains. Your applications’ links must be hosted on Authorized
Domains. Learn more

example.com

Type in the domain and press Enter to add it

Application Homepage link

Shown on the consent screen. Must be hosted on an Authorized Domain
https:{/ or hitp://

Application Privacy Policy link
Shown on the consent screen. Must be hosted on an Authorized Domain.

https=// or hitp://

Application Terms of Service link  ©
Shown on the consent en. Must be hosted on an Authorized Domain.

https:/f or hitp://

Cancel

ive scope, such as scopes that give you full access to Calendar or Drive,

* O

HO(DE;

About the consent screen

The consent screen tells your users
requesting access to their data and v
you're asking to access.

OAuth verification

To protect you and your users, your ¢
and application may need to be verif
Verification is required if your app is
Public and at least one of the followi

Your app uses a sensitive and/
scope
Your app displays an icon on it
screen

» Your app has a large number o
domains
You have made changestoap
OAuth consent screen

The verification process may take up
weeks, and you will receive email up
progresses Learn mare about verific
Eefore your consent screen and app
verified by Google, you can still test y
with limitations. Learn more about h
behave before it's verified.

Let us know what you think about ou
experience.

0Auth grant limits

Token grant rate

Your current per minute token grant |
grants per minute. The per minute to
resets every minute. Your current pel
rate limit is 10,000 grants per day. Tr
grant rate resets every day.

Raise limit

Th 6h 1d

Mo data for this time int

13.Select Credentials from the menu on the left of the page.
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API APIs & Services

D Dashboard

it Library

Crede

H Oauth consent screen
Domain verification

Sa Page usage agreements

= O X
& Credentials wizard - Aid4Mail - C & OQAuth consent screen - APls & © X +
& (&) @ console.developers.google.com/apis/credentials/consent?project=inspiring-lens-281421 ) ¢ # e
= Google APIs g Aidamal v Q  Search for APls and Services - & @ @ H a

OAuth consent screen

Aid4Mail

/' EDIT APP

Verification Status

Not published

User type

External @

MAKE INTERNAL

QAuth rate limits

Your usercap @

8l The user cap limits the number of users that can grant permission to your
nn whan ramacting nnannresad cancitiva ar ractrictar nac Tha ncar i
14.Select CREATE CREDENTIALS at the top of the page.
: : . 4 : . - O X
G Credentials wizard - Aid4Mail - ¢ G Credentials — APls & Services— £ X +
— c 8 console.developers.google.com/apis/credentials?project=inspiring-lens-281421 i » e
= Go gle APls % piddMail - Q,  Search for APIs and Services - ) @ : (@
=
API APIs & Services Credentials i DELETE
5 Dashboard Create credentials to access your enabled APls. Learn more
i Library
API Keys
O~ Credentials
D Name Creation date Restrictions Key Usage with all
i3 OAuth consent screen services (last
30 days) @
Domain verification No API keys to display
Sp  Page usage agreements
OAuth 2.0 Client IDs
D Name Creation date Type Client ID
No OAuth clients to display
Service Accounts Manage service accounts
O Email Name ‘T Usage with all services (last 30 days) @
Mo service accounts to display
<l
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15.Select OAuth client ID from the popup menu.
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G
s

API

<l

Credentials wizard - Aid4Mail - C

x

& Credentials — APls & Services— £ X +

[&] @ console.developers.google.com/apis/credentials?project=inspiring-lens-281421

Google APls  g» Aid4mail + Q

APls & Services

Dashboard

Library

Credentials

Oauth consent screen
Domain verification

Page usage agreements

Search for APIs and Services - 5

-+ CREATE CREDENTIALS W DELETE

Credentials

APl key

Create credentials to ac

Service account

O Name

Enables server-to-server, app-level authentication using robot accounts

No APl keys to displa Help me choose

Asks a few questions to help you decide which type of credential to use

OAuth 2.0 Client IDs

0O Name Creation date Type Client ID
No OAuth clients to display

Service Accounts

O Email Name Usage with all services (last 30 days) @

Mo service accounts to display

Identifies your project using a simple API key to check quota and access

OAuth client ID
APl Keys Requests user consent so your app can access the user's data

Manage service accounts

» O

16.Under Application type, select Desktop app. In the Name field, enter Aid4Mail and select the
CREATE button.

6

API

<l
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& Credentials wizard - Aid4Mail - C

console.developers.google.com/apis/credentials/oauthclient?previousPage="% apisY%ZFcredentials®. raj...
C a le.developers.gcog| /apis/credentials/oauthdlient?previousPage=%2Fapis%2Fcredentials%3Fproj

Google APls 2o Aidamail v Q

APls & Services

Dashboard

Library

Credentials

Oauth consent screen
Domain verification

Page usage agreements

x

& Create QAuth client...— APls & 5 X +

& Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information.

Application type *
Desktop app

Learn more about OAuth client types

Name *
d4mail

The name of your GAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

CANCEL

Search for APIs and Services v =

» O
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17.The overlay shows your Google API credentials. Before selecting OK, copy Your client ID and, in
the Advanced section of Aid4Mail's Options screen, paste it into the Client ID field under Google

API credentials. Likewise, copy Your Client secret to the Client secret field under Google API
credentials in Aid4Mail.

= [ X
& Credentials wizard - AiddMail - © X & Cradentials — APls & Services— £ X +

€& > € @& consoledevelopers.google.com/apis/credentials?highlightClient=858910505602-hnigdnmgtdralsgrife7ucgl.. ¥ [| #& &

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

OAuth is limited to 100 sensitive scope logins until the DAuth
consent screen is verified. This may require a verification process
that can take several days.

Your Client ID

: 858918585682-hniq9nm8t4ralsgrlfeé7uogl8ilirmji .apps.

~ Your Client Secret
| PXP2UJwd4M19t83mOBOLIWIZ3

That's it! You can now follow the Authentication instructions to add any Gmail accounts you would
like to process with Aid4Mail.
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